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BCTYII

InTepuer peueid (IoT) — e BcecBITHA MaByTUHA MPUCTPOIB, AK1 3’ €IHAHI
MDK CcO00I0 Ta OOMIHIOIOTHCS 1H(pOpMAIE0 MK C000I0 0e3 BTpy4daHHS
moauHu. Taki mpucTpoi 3a JOMOMOToK Mepexi I[HTEepHET TpaHCIIoTh
OCHOBHI JJaH1 y «XMapy», 3BIAKHU 1HIII TPUCTPOT MOKYTh 30UpaATH 111 BIJIOMOCTI
JUTsl BUPIIICHHs O0araThoX 3ajay. PaHimie 1151 TEXHOJIOTISE BUKOPHUCTOBYBAJacs
TUIBKH Y «PO3YMHOMY JIOM1» JUIsl KEpYBAaHHS OCBITJICHHSAM, CUTHAII3AL1€0 a00
TEMIIEpaTyporo y npuMiileHHi. 3apa3 10 [oT BmaroThca B ycixX ranyssx, Je
noTpiOHa aBTOMarTH3ailisl mpoieciB. TakuMu Taly3s MU € arpoceKTop,
JOTICTHKA, MAapKETHHT, MEAMIIMHA, TPAHCIOPT, TEIEKOMYHIiKalii Ta OaraTto
iHmmx. Ha ceorogui puHok [HTepHETY peueil nepekuBae nepios OypXiauBoro
3poctanHs. KinpkicTs npuctpoiB [oT Bxke mepeBuIIye 4ncenbHICTh HACETIEHHS
3emui: y 2018 p. cknano 22 mipa, a, 3a nporao3amu, 10 2022 p. nepeBULIUTh
50 mupa. [Ipote, npu TakoMy OypXJIMBOMY 3pOCTaHHI BUHMKA€E 0arato HOBUX
npoOJieM, OB’ sI3aHUX HacamIepes 3 O6e3nexoro iHdopMallii, 3 SKOK ONepye
[oT-mpuctpiii. Takox BaXJIMBUMHM € W 1HII TpPoOOJEMH, TakKl SK
€HEProCIOKUBaHHS, AaBTOHOMHICTb, B3a€MOBIUIUB, Y3TO/DKEHICTh IHX
IMPUCTPOIB MK COOOIO0 Ta BIAMOBIAHICTh A0 PaJlo4acTOTHUX CTaHJAPTIB. YcCi
i mpobiieMu 3MYIIYIOTh Modaniblie yaockoHaideHHs loT-mpuctpoiB. VY
METOJAMYHOMY MOCIOHUKY HAaBEACHO MPOCTI MIAaTHOPMH, HA AKUX PEATI3YIOTh
[oT-mipucTpoi, naTyuku Ta MOy, sIKI BUKOPUCTOBYIOThCS B loT-mpuctposix,
nporpamMHe 3a0e3MeueHHs] TaKUX MPUCTPOiB. TakoX ONHUCAHO apXITEKTypu
[HTEpHETY peueld Ta METOAM KOMYHIKAIii MiX nOpuctposimu. IlociOHuk
MICTUTh TPU JIaOOpAaTOpHI pPOOOTH, METa SKUX — O3HAWOMUTH CTYICHTIB 3
[aTepreTom peueit.



1 AITAPATHO-IIPOTPAMHA PEAJII3ALIISI KOHIEILIT
IHTEPHETY PEUEN HA IIPUKJIAJII BAKOPUCTAHHSA
MIKPOKOHTPOJIEPIB ARDUINO

1.1 Arduino sik 3aci0 aja InTepHery peuei

Arduino — 3arajiibHa Ha3Ba amapaTHO-MPOTPAMHHUX 3acO0IB A MOOYI0BU
CHUCTEM aBTOMATHKH 1 pOOOTOTEXHIKHM, a TAKOX pillleHb B 00nacTi [HTepHeTy
pedeit. BinmiHHOIO  0cOONWBICTIO  1i€i  TIaTopMu €  MPOCTOTA
nporpaMyBaHHs, JieTaJibHA JOKyMEHTAIlld Ta peaii3aiis amapaTHoi
m1aTopMHU B pi3HHUX Bapiallisx.

Jlnst mporpaMyBaHHST MIKPOKOHTpPOJEPIB BUKOpUCTOBYEThCs Arduino IDE
(puc. 1) 3 miaTpUMKOIO 0€3JiYl MOB MHpOrpamyBaHHS, aje (PaKTUYHO BCl
nporpamu nuinyThest Ha C / CH++, a KOMIUIIOIOTHCS 1 30MpAIOThCS 3a
JIOTIOMOT'O0 avr-gec.

&2 sketch_jan10a | Arduingc 1.6.7 — (| e

@ain Mpaska Cretd MHcTpymenTel Momowe

sketch_jani10a &

wvold setup{) { -
4 put your setup code h

it
5]
1

1

woid loop () {

S put yvour main code h run repeatedly:

i
H
i
of
]

SdEneric ESPEZG5 Module, Serial, 160 MH=z, 40MH=, IO, S7500, S12K (64K SPIFFS), ck on COMZ

Puc. 1 — Cepeoosuwe pozpoobru Arduino IDE
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B Arduino IDE 3a 3aMOBUyBaHHSIM BX€ MICTITHCS MPUKIAIU PI3HUX MIPOrpam
(Sketch) nns mepeBipkM mpaie3gaTHOCTI MIKPOKOHTpoJsiepa abo MIBUAKOTO
CTBOPEHHsSI CBO€i MporpamMu Ha 0a3l ICHyH4Yoi, ¢aiau 3 ITporpaMmoro
30€piraroThesl 3 PO3LUIUPEHHSIM «.1NOY.

Haitnpocrima nporpamMa ckiagaeTbes 3 ABOX (yHKITIH:
* setup (): GyHKIIIS BUKIIUKAETHCA OAHOPA30BO MPHU CTAPTI MIKPOKOHTPOJIEPA;

* loop (): dyHKI BUKIUKAEThCA Tichs setup () B HECKIHUCHHOMY ITHKJI
MPOTSTOM BChOT'O Yacy pOOOTH MIKPOKOHTPOJIEPA.

Bapto 3ayBaxuTu, 1O ICHYIOTb HeO(illiiHI, CTBOpPEHI CTOPOHHIMU
BUPOOHUKAMHU, PI3HI TJIAT1HU J0 PI3HUX CEPEIOBUII PO3POOKH, HATTPUKIA/;
Eclipse plugin AVR-eclipse, Visualmicro mgis Microsoft Visual Studio
TOIIIO.

1.1.1 CimericTBo Arduino

IcHye 6arato pi3HOBHAIB MIKPOKOHTPOJEPIB, 1€ TOB’SI3aHO 3 BIIKPUTOIO
JIIEH31€10  OpuriHaibHOi Bepcii  Arduino, e€auHa ymoBa SIKOi — He
BUKOpPUCTOBYBaTH OdililiHy Ha3By Arduino B CBOiX MIKPOKOHTpoJepax 0e3
JI03BOJTy, MO0 HE 3alulyTaTH KIHIIEBOTO CIOXKMBaya B Oe€3idl ICHYHOUYUX
MIKPOKOHTPOJIEPIB.

OdimiiiHo iICHy€e KiTbKa BHUAIB MIKPOKOHTPOJIEPIB, IO BIAPI3HIIOTHCA MIXK
c00010 PO3MIPOM 1 TPOTYKTUBHICTIO.

Arduino Mini siBiisie cO0OI0 HEBENMKY IUIATy, CIOYaTKy 3aCHOBaHy Ha
ATmegal 68, ane tenep mniarpumyerbess ATmega328. [lpuznauenuil mmns
BUKOPHCTAHHS HA MaKeTax 1 BXKe TOTOBUX Mpoaykrax. Bin mae 14 uudposux
BX1JHUX / BUXIJTHUX MiHIB (13 IKUX 6 MOXYTh BUKOPHUCTOBYBATUCS SIK BUXOIU
PWM), 8 ananorosux BxoxiB i 16 MI'i kBapioBuii reneparop. Moro MoxHa
3anporpamyBat 3a jgomoMororo USB Serial aganrtepa, abo iHmoro
nociigoBHoro agantepa USB, a6o RS232-TTL (puc. 2).
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Puc. 2 — I[Thama Arduino Mini

Arduino Nano — koMmMmakTHa MJjaTa, HACTyMHa 3a po3MipoM micisa Mini.
3acHoBana Ha ATmega328P. IIpaitoe 3 kabenem USB-mini. Mae 22 nudposi
BX0M / BUXOAH (13 IKMX 6 MOXKYTh BUKOPUCTOBYBATUCA sIK Buxoau PWM), a
TaKOX 8 aHAJIOrOBUX BXOIB (pucC. 3).

e & e hdé e e e edeE@
D12 Dll Dl'ﬂ' 0y DE DT Bi BF  Dd DX D'I CMD RST EXO TXL
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.fﬂ'l
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Puc. 3 — Ilhama Arduino Nano

Arduino Uno — cepenins 3a po3mipoM 1iaTa, 3acHoBaHa Ha ATmega328P. Mae
OKpeMuil po3’eM kuBJeHHs 1 noBHOLIHHUN USB AB-niopT, BUOip KUBJIEHHS
Bi1I0yBaeThCcs aBTomMaTnyHO. Ha mati 3HaxonsTees 14 mudpoBux BXOIIB /
BUXOAIB (13 SKMUX 6 MOXYThb BHUKOPUCTOBYBATHCS SIK BuXogu PWM),
6 aHaJOTOBUX BXOJIB. BBakaeThcs HAWOLIBIIT MNPHAATHOIO TUIATOIO JIIS
3HaitomcTBa 3 Arduino (puc. 4).
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Puc. 4 — I[lhama Arduino Uno

Arduino Mega 2560 Rev3 — HaliOu1b111a 1171aTa, SIKA J103BOJISIE CTBOPUTH O€3J114
ckiagHux mpoekTiB. [lmara ocHamena 54 nudpoBuMu BXogamu / BUXOJAMH,
16 aHanmoroBMMHM BXOJaMH 1 JOCHUTh BEIMKUM 00’eMoM mam’siTi. Mae
noBHoliHHUNA USB AB-nopt, okpemuil po3’eM >KUBJICHHS, BUOIP KUBJICHHS
BiJI0YyBA€THCSA aBTOMATUYHO. Taka 1iiaTa peKoOMeH0BaHa JjIsi CTBOpeHHs 3D-
IPUHTEPIB, pOOOTIB 200 IHILIKX CKIAJHUX MNPOEKTIB (puUc. 5).

Puc. 5 — Ilnama Arduino MEGA 2560
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1.1.2 JlaTyuk, aKkTyaTopu, MOAY.JIi

s Arduino 1 6e3niul iHIMX MWIATGHOPM MPOBOAUTHCS BEIUKA KUIBKICTh
pPI3HUX JIaTYMKIB, CEHCOPIB 1 MOJYJIB, IO PO3IMIUPIOIOTh (YHKIIIOHAT
MPUCTPOI0. YMOBHO 1X MOKHA PO3JIIJIUTH HA TPU TPYIIN: TaTIYNKH, aKTyaTOPH
1 MOy JIi.

JlaTuuk — 3aci® BUMIpIOBaHb, NpPU3HAYEHUW i1 BUPOOJICHHS CHUTHATY
BUMIpIOBaIbHOI 1HGOpMalii y (hopMi, 3pydHiil sl mepenadi, MOJaJIbIIOro
NepeTBOpeHHs, 00poOku 1 (abo) 30epiraHHs, aje HE MIITAETHCS
0e3MocepeIHbOMY CHPUUHSTTIO criocTepirayeM. [HIIUMU clIoBaMH, JaTYUKU
(ceHcopu) JO3BOJISIOTH OTPUMYBaTH 1H(POPMAIID PO HABKOJIHUIIHE
CEpeIOBHUILIE 1 IEpeaBaTH il B 3pyuyHoMy BUTIIAL. [Ipukinagom natunka Moxe
OyTu 3BHUaiiHuil enexkTpoHHUN TepmomeTp DS18B20 a6o LM35. Ockinbku
JTATYUKIB ICHY€E JyXe Oarato, BHOIp KOHKPETHOTO JaTyuKa 3aJieKUTh BIJ
3aja4i, sIKy MOTPIOHO PO3B’A3aTH.

KoxeHn naTyuk 3aiiMae OpTH MiAKIIOYEHHS HA IJIATI, 11€ HE KPUTHYHO, SKIIO
MU TPALIOEMO 3 BEIUKUMH I1aTaMu Ha Kitant Arduino Uno abo MEGA, arne
KO TIEPEBAXHO BHUKOPHUCTOBYBATH IIIaTy MEHIIOTO PO3MIpy, TaKy sK
Arduino Nano a6o Mini, 10 Ma€ ICTOTHO MEHINY KUIBKICTh TOPTIB
MIJKJIIOYEHHS, TO HEOOXIAHO PO3MISIHYTH OuIbll MOpOoCcyHyTI (1 JOpOri)
JTATYUKH, 10 TTOEAHYIOTh B OOl KUJIbKa JaT4MKiB. [IpuKiagoM CyMilieHOro
naTurka Moxke 0yt gatunk GY-68 (puc. 6) (maTuymk aTMOC(HEpPHOro THUCKY 1
temrnepatypu BMP180). Xoua meit gaTuuk He TMOKa3ye€ BHCOKY TOYHICTH
BUMIPIOBAaHHS, OJHAK JEMOHCTPY€ KOMIIAKTHICTh pimieHHs 3anayi. Jlopori
JATYMKA MalOTh BUCOKOSIKICHI KOMIIOHEHTH, IO JI03BOJISIIOTH OTPUMYBATHU
OLTBIIT TOYH1 BUMIPIOBAHHS.

Puc. 6 — Jlamuux GY-68 (ammocgeproco mucky i memnepamypu BMP180)
9



BapTto 3a3HauuTH, 1m0 10 JATYMKIB HajdekaTh pi3HI HOPUCTPOI IS
BUMIPIOBaHHS CBITJIa, PYXY, TEIUIOBOI CUTHATYPH a00 PI3HOTO POJy CUTHAJIIB
1 TO1I0. Y CYKYHHOCTI 111 IPUCTPOi (POPMYIOTh TPYITy JATUUKIB.

AKTyaTOp — MPUCTPIA aBTOMATUYHOTO YIPABIIHHSA a00 PEryJtOBaHHS, IO
BIUIMBAE Ha MPOIIEC BIAMOBIIHO 10 KOMaHIHOI 1H(GOpMaIlii, III0 OTPUMYETHCS.
CxrnanaeTbes 3 1BOX (PYHKIIIOHAIBHUX OJI0KIB: BUKOHABYOTO MPUCTPOIO (SKIIO
BUKOHABYMI TPUCTPIM MEXaHIYHHI, TO HOTO YaCTO HA3WBAIOTh BUKOHABYUM
MEXaHI3MOM) 1 PETYJIIOI0UOTr0 OpraHy, HAPUKJIIAJ, PEeTyI0YOro KiamaHa, i
MO€ OCHAITyBaTHUCS JOJaTKOBHUMH OJIOKAMH.

Lleit mpucTpiit 703BOJsIE 3AIMCHIOBATU OyAb-sIKYy HII0 3a TIEBHOTO CHUTHATY.
[IpukiagoM Takoro MPUCTPOIO MOXYTb OYTH PI3HI CEPBONPHUBOJIH,
Hanpukiaz, cepponpubiax MG995 (puc. 7).

Puc. 7 — Cepsonpusio MG995

Monynb — 10CUTh BeJIMKa TpyIia, 110 J03BOJISE€ PO3MIUPUTH (PYHKITIOHAT TUIaT
Arduino. Jlo HUX Hanexarb HE TUIBKM 30BHIIIHI MOMAYJI, SIKI MOKHa
MJKJIIOYUTH J0 HasIBHUX PO3’€MIB, aji€ 1 BHYTPIIIHI, TaKl IK MIKPOKOHTPOJIED,
03V, daem-nam’sITh TOIIO.

Jlo 3OBHIIIHIX TPHUCTPOIB, SIKI MIAKIIOYAKOTHCS, MOXHa BIJTHECTH MOJYJI1
3B’s13ky: WiFi (ESP8266 (puc. 8)), Bluetooth (HC-06), LoRa / LoRaWAN
(RN2483), GPS Tormro.

10



Puc. 8 — WiFi-wooyno ESP8266

Jlo BHYTpIILIHIX HaJEXKaTh BCl MOJAYJI, pO3MIIIEH] HA IJIATI B CTaHJIaPTHOMY
BUKOHaHHI Arduino, ane 3aBIsKH BIIKPUTIH JIIEH311 MOXKHA PO3POOUTH CBOIO
mwiaTy miJ HEOOXiJHI XapaKkTepUCTUKHU. 3BHYANMHO Taka IjiaTa He OyJe
HazuBaTucs Arduino (OCKiJIBKH 11€ — Ha3Ba TOPrOBOi MApKH).

1.2 Mikpokomm’rorep Raspberry Pi
1.2.1 Raspberry Pi

MikpoKOMIT FOTEp — TEPMiH, IO MMO3HaYaB KOMIT I0TEp, BAKOHAHUI Ha OCHOBI
Mikpomnpoiiecopa. Ha cbhoroini icHye 0e3id BaplaHTiB MIKpPOKOMI HOTEPIB,
ane mu po3rsigaemo Raspberry Pi.

Raspberry Pi — ogHoruiaTHHil KOMIT'IOTEp, PO3MIPOM 3 KPEAUTHY KapTKYy,
CIIOYaTKy pO3pOOJISIBCS JJisl ONaHyBaHHS 1H(POPMATUKH, aje 3roJoM HalOyB
IIMPOKOTO 3aCTOCYBaHHS B PI3HUX 00JIACTSIX.

Apxitektypa miatu Raspberry Pi 3b+ (puc. 9) cxoxa Ha Arduino, ane Mae
O11bII MOTYXHUU 64-01THUI nporiecop 3 yacTtoTor 1.4GHz, moBHOLIHHUN
moayab Wi-Fi 1 Lan, Bluetooth 4.2 / BLE, a Takox noBHo1liHH1 1Ba USB-

11



noptH, Buxig HDMI, a Takox aymioBuxia. ToOTo mepea HaMu TOBHOI[IHHU I
MIKPDOKOMIT'IOTEp 3 YyciMa HEOOXIJIHUMHU JJjIsi TIOBHOI[IHHOI po0OTH
BUXOJIaMHU.

Puc. 9 — Ilnama Raspberry Pi 3b +

Binminnoto ocoGmuBicTio Raspberry Pi Bim iHIIMX MIKpOKOMII IOTEPIB €
HAsBHICTh MMIHIB ISl MJAKIIOYCHHS 30BHIIIHIX MOJYJIIB 1 JAaTYMKIB, K Ha
Arduino. Xoua ¢yHKIIOHAT MIKpPOKOMII IOTepa IIMPIINI: O HHOTO MOKHA
MIIKITIOUATA JUCTJIE a00 BUKOPHUCTOBYBATH $K CEpBEp UM MPUCTPIN
kepyBaHHs. Ha 6a3i MikpokoMIT t0Tepa «0yayl0Th» «PO3yMHI CUCTEMI, TaKl
gk «SmartHome».

Kpecnenns Raspberry Pi mommpioroTbcss 1o BIAKPHUTIN JineH31i 1 OyIb-XTO
MOXe 310paT CBIM MIKPOKOMITI'IOTEp 3 YK€ HasBHUMH KpPECICHHSIMU abo
KynmuTd MoAu(IKOBaHY MOJENb MiJ BiacHI moTpedu. Ha puHKY mAOCTaTHBO
MojieJIeld MIKpOKOMIT IOTE€PIB, HAINPUKIIAJ, 3 BEJIMKOIO KuibKicTio O3Y abo
PO3MIIIIEHOI0 Ha TUIaTi (Quieli-aM’ aTTi0, OUTbII TOTYXXHUM IPOIIECOPOM,
nopiBHsHO 3 Raspberry Pi.

1.2.2 OnepaniifHa cucTemMa i mporpamMse 3ade3ne4eHHs

JJiss MIKpOKOMIT FOTEpPIB iICHY€ Oe31114 BapiaHTIB ONepaIifHuX CUCTeM Ha 0a3i
Linux 1 omHa omepaiiiiHa cuctema, po3poOjeHa KomraHiero Microsoft
crenianbHo A Mikpokomi totepiB, — Windows 10 Internet of Things.

12



Otxe, € ABa BaplaHTH POOOTH 3 MIKPOKOMIT FOTEPOM: 3 BUKOPUCTAHHSIM
O€3KOIITOBHUX pillieHb Ha 0a3l Linux abo miatHux Bijx Microsoft. B pamkax
11€1 poOOTH PO3IIITHEMO CUCTeMY Ha 0a3i Linux.

Ha caiiti Raspberry Pi odiuiitHo miaTpumyeThes 1Ba nucTpuOyTuBu Linux Ha
0a31 Debian:

1. Noobs. Po3paxoBaHa Ha KOpUCTyBauiB-TIOYATKIBIIIB. Mae Bci HEOOXIiJHI
0a30B1 MporpamMu Jyisi MOYaTKy HporpamyBaHHs (B ToMmy uucii Arduino) i
0e3114 BCTAHOBJIEHUX Tporpam Juisi KoM(POPTHOT POOOTH 3 KOMIT IOTEPOM, B
TOMY 4HCIi 1 Opay3ep.

2. RASPBIAN - omeparifHa cucTemMa JJjis JOCBIIYEHUX KOPHUCTYBadiB,
CTBOpEHA 1 ONTHUMIi30BaHa cremiaibHo 1y Raspberry Pi, mae 6a3oBuit Habip
nporpam 1 yTHIIIT.

CTOpoHHI pO3pOOHUKH BUITYCKAIOTh CBOI1 JUCTPUOYTHUBH, IO PO3PIZHAIOTHCS
BKJIIIOYEHUMHU TIporpamMaMyd 1 TlaKeTamMH, a TakKoX 30ipkamu, 110
BUKOPUCTOBYIOTHCSI, HAPUKIA!

* Ubuntu MATE for the Raspberry Pi 2 and Raspberry P1 3. Mae noBHicTIO
HaJIAIITOBaHy OOOJIOHKY, BCTAHOBJICHI ApaiiBepu 1 mporpamu. JuctpulyTus
3acHoBanui Ha Ubuntu;

* OSMC (open source media center) — AUCTpUOYTUB JiJis1 MOOYA0BU Ha 0a3i
Raspberry Pi qomaniaporo MyJabTUMEIIHHOTO [IEHTPY;

* PiNet — nenrpamizoBaHuil HEeHTp A1 poboTH B Kiaci (Jabopartopii),
noOy/10BaHUM Tak, 1100 30epiraTu BCro 1H(OpPMAIIiI0 PO KOPUCTYBAUIB 1 1X
CUCTEMI I11]1 Yac HaBYaHHS MPOrpaMyBaHHs Ha MIKPOKOHTpPOJIEpax.

PosrnmaHyTi  omepaliiiiHi  CHCTEMH  JIEMOHCTPYIOTh  IIHPOKY  chepy
3aCTOCYBAaHHSI MIKPOKOMII IOTE€PIB 1 THYYKICTh iXHBOI'O HAaJAIUITYBAHHS IIi]1
pi3H1 3aBIaHHS.
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2 IHTEPHET PEYEN. APXITEKTYPH
I METOJY KOMYHIKAIINA

2.1 InTepHeT peyeit

[aTepHer peuedt — 1e, 3rigHO 3 Bu3HaueHHIM Poba Ban KpanenOypra,
«KOHIIETIIIsI MPOCTOPY, B SKOMY BCE€ 3 aHAJOTOBOTO 1 HU(GPOBOTO CBITIB
MOXe OyTH noeHaHe. BoHa nepeBU3HAYUTh Hallll CTOCYHKHU 3 00’ €KTamu, a
TaKOX BJIACTUBOCTI 1 CyTh BJacHe 00’ €KTiB». [HIIMMH cioBamu, 1€ HE
pocTO 0€3J114 CEHCOPIB, JATUYMKIB 1 MPUJIaliB, 00’ €THAHUX B OJIHY MEPEKY.
l'omoBHa 0COOMMBICTH IIi€] MepeXi — 1€ OJHO3HA4YHA 1JeHTU(IKAIIS
KOKHOTO 00’€KTa, a TaKoX OUIbII TICHA IHTErpaimis peajlbHOTo 1
«BIPTYaJILHOTO» CBITIB, J€ B3a€MOJisl BIIOYBAE€THCS MDXK JIOJABMH 1
IPUCTPOSIMHU.

Po3BuTok «po3yMHuX peuei», Ha AymMKy Poba Ban KpanenOypra,
CKJIaJIA€ThCS 3 YOTUPHOX PIBHIB:

1) 1 piBeHb: 11eHTH(IKAIIS KOXKHOTO 00’ €KTAa B MEPEXKI;
2) 2 piBeHb: BU3HAUCHHS Ta 0OCIIYTOBYBaHHS MMOTPEO CIIOKHBAYa;
3) 3 piBeHb: TyI00aIBHA ypOaHizallisd Ta aBTOMATHU3allisl CUCTEM MICTa;

4)4 piBeHb: BIPOBAKEHHS I1HTEPHETY peue Jocsrae IUIaHETApHUX
MacIiTadiB, osiBa KOHIEMNIi «CeHCOpHa TIaHeTay.

Ha cborojiHi KoHIIenIIisl pO3BUTKY IHTEPHETY peuel 3a3Ha€ MHOKMHHUX 3MIH:
pIBHIB cTae Ouible, JapoOJieHHS mpoOJjieM, M0 PO3B’A3yIOTHCS, CTa€
By3bKOCTIEIlami3oBaHUM. [le moB’s3aHO 3 PO3BUTKOM HOBHX CTaHIAPTIB,
OUIBII YITKUM PO3YMIHHSIM CYyTI IPOOJIEeM, sIKI MOTPIOHO PO3B’SA3aTH, @ TAKOK
3 PO3BUTKOM TEXHOJIOTIH B LIOMY, HAIIPUKJIAJ: MOSBOIO HOBUX TEXHOJOTIN
nepeayi eHeprii, po3BUTOK pedei, ikl HocsaThes (wear electronics) 1 T. 1. Bee
e po3mupIoe chepu 3acTocyBaHHA [HTepHETY pededl B pI3HUX 00JacTIX
(puc. 10).
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Puc. 10 — Ilpuxnao 3acmocysanus Inmeprnemy peuetl 6 pisHux cghepax

2.2 Apxitektypa InTepHeTy peuei

Cranmaptu3zaiiss — 11e¢ BaXJIMBHM MOMEHT OyIb-siKoi oOmacti. Ha choromni
ICHY€ JTye 0araTo BHJIIB apXITEKTypHHUX PIllIEHb, ajie TUTIOBOTO (OCHOBHOTO)
HE ICHY€, OCKUIBKM TEpIIl CHpoOM CTaHAapTHU3yBaTH IO 00JacTh OyiH
3p00JIeH1 BChOTO 4 POKU TOMY, OTKE, 3a3HAUCHUM MPOIIEC 11I€ HE 3aBEPIITUBCA.

BiacyTHICTb 3araJiIbHONPUIHATUX CTAHIAPTIB MPHU3BEIA 10 CTBOPEHHS 0e3114i
PO3PI3HEHUX CUCTEM, TAKUX K «PO3YMHHI OyJMHOK», BIJ PI3HUX KOMIIAHIH,
10 MPU3BOJUTH JI0 Py IpoOiIem:

® CTBOPEHHS HAJIMIITKOBOI KIJILKOCTI CTaHIAPTIB;

® HaJMIpHE PErIaMEHTYBAaHHS HaOUIbIII MPOCTUX 00’ EKTIB 1 MPOIIECIB;

® BeJIMKa KUIBKICTh OpraHi3aimiii 1 CTaHJapTiB NPU3BOAUTH A0 JIOOIFOBAHHS
1HTEpeCiB OKPEMHUX KOMITaHIM B 30MTOK 3arajibHUX 3aBjJaHb CTaHIApTU3AIlIT;

® JIOBI1 TepMiHU PO3POOKH CTAHJIAPTIB MPHU3BOMAATH 0 IXHHOTO MOPAJIBHOTO
CTapiHHS, OCKUIbKM BOHU HE BCTUTAIOTh 3a PO3BUTKOM TEXHOJOTIH,
0COOJIMBO Ha paHHHOMY ETaIll.

OTxe, BapTO PO3MJISTHYTH JIBI OCHOBHI apXITEKTYpHU: NPOrpamMHy 1 Gi3UuHY.
YMOBHO IIporpamMHa apXiTeKTypa CKJIaIa€TbCsl 3 7 PIBHIB:

l. ®13uyHui piBeHb — 1€ JAATYUMKU Ta EJIEKTPOHHI MPUCTPOi, SKI 3]aTHI
MIJKJITFOYATHCS 10 «pedei» 1 OTpUMYBaTH JIaHl BiJ] HUX.
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2. laTuuku 30MparoTh JlaHi, aje HaM HEOOX1JTHO MEPETBOPUTH iX B 3pO3YMUIHI
dbopmar 1 miIKIIOYUTH LEH MPUCTPIN 10 CUCTEMU, BAKOPUCTOBYIOYH MTPOTOKOI
OOMIHY JaHUMH, SIKUM NOTPIOHO HAJIAIITYBATH.

3. IliakmroyeHHs 10 mepexi. [ligkimroueHHss npucTporo 10 0e31poToBoi abo
MPOBIHOT Mepexi. 11 MOXIMBICTD MiAKIIOUYEHHS 3MIHIOETHCS Ha OCHOBI
KOHTEKCTY 1 JJOMEHY.

4. Akymynsniga qaHux. MokHa cKazaTH, 1[0 L€ map BIANOBIJA€ 32 PIBEHb
Oesneku Ta ngoctyn a0 pgaHux. lleil map mnoBuHEH OyTH JOCTAaTHHO
«MOOUTILHUMY JJIs1 BHECEHHS HEOOX1THUX 3MIH.

5. AGcTparyBaHHs JlaHuX. 310paHi JaHl BUKOPUCTOBYIOTHCS JJIsI IPUNHSATTS
pillieHHs a0o0 I ITijied 3BITHOCTI. lle BakimBuUN 11ap, B SIKMM BXOJUTH
(aKTUYHO CTBOPEHE PillIeHHS 1 O13HEC-JIOTIKA.

6. Pienb nopatkiB. Ha 1ibomMy piBHI BIiJIOYBA€THCS KOHTPOJIb, aHAMI3 1 MOJIAHHS
3BiTiB cucTeMu. [pyHTYIOUHCE Ha IMX JAHKX, MH MOXKEMO BioOpaykaTH 3BiTH a00
3aCTOCOBYBATM  MallMHHE HABYaHHS, SKyChb CIEIllalbHy JIOTIKYy a0o
BUKOPHCTOBYBATH IHTEJICKTyaJIbHE PIIIEHHS 1 TOCKJIATA CUTHAN Ha3aJ] Ha TaTYUKH.

7. OcTaHHIN piBeHB — 1€ 1Iap IPU3HAYEHOTO JJIsl KOPUCTyBaua IHTepdeicy.

Ile xopoTKkuii omHMC oOprasizailii MpPOrpaMHOI YacCTUHHM I[HTEpHETYy pedeil.
[Iporpamua apxiTekTypa npejacraBieHa Ha puc. 11.

IOT application architecture.

Collaboration and Processes
(Involving People and
Business Processes)

Application
(Reporting, Analytics, Control)

Data Abstraction
(Aggregation and Access)

Data Accumulation
(Storage)

Edge Computing
(Data Element Analysis
and Transformation)

Connectivity
(Communication and
Processing Units)
. 3 [ ] EDGE: Sensors, Devices, Machines »
thséca' Del;“ces Intelligent Edge Nodes of all types
and Controllers
(The “Things” in loT)

Puc. 11 — Ilpuknao npoepamnoi apximexmypu Inmepnemy peueti
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[IpocTa apxiTekTypa cuctemMu y Ghi3udHINA peanizallli siBisie COO0 B3a€MO/IIIO
BCIX yYaCHUKIB Mepexi (JaTYMKiIB, MPHUCTPOIB TOINO), a TAKOXK OOpPOOKY
oTpumaHoi 1HpopMallli Ta NPUUHATTA pimieHb. OJHa 3 TaKUX peai3alliid
npejcTaBlieHa Ha puc. 12. 3ajgexHO BIJI 3aBJaHb, IO PO3B’SA3YIOTHCH, 1
IPUCTPOIB, 10 BUKOPUCTOBYIOTHCS, apXITEKTypa CUCTEMU OyI€ 3MIHIOBATHUCH.
[lim dac 1ii cTBOpeHHS HEOOXITHO BpPaxOBYBaTH TOTOYHUN PO3BUTOK
CTaHAAPTIB 1 MOKJIMBICTh NOAANBIIOT TIATPUMKHU CUCTEMH 1 11 pO3BUTKY.

loT nnatdopma

— . —
~—
= AHaniTHEa Ta
bo Sﬂ RDBMS | ¢ |  cizyanizauia
Mexariam \ Circrema
fR2om] KepyBaHa
NPUCTPOEN

REST cny»k6u1 - NnoTOKK gaHux

GPRSI WiFi I CoAP IHQ‘IT

Http over

Z-wa-.-oIRF ZigBee I BLE

[ Q6pobka faHux ] [ 06pobKa faHux J [ O6pobKa faHnx J

loT npucTpin loT npucTpin loT npucTpin
CeHcopu Ta akTyaTtopu

Puc. 12 — Ilpuknao peanizayii apximexmypu [nmepnemy peueii

2.3 TexHoJiorii KOMyHIiKaIIl Mi%K IPUCTPOAMHU

VYci JaT4uKy 1 TPUCTPOi MOBUHHI OYTH MOB’s13aH1 B €IMHY MEPEXY AJI1 OOMIHY
1H(popMaiiiero Mixk co00r0. PillieHHs, IKUI TUTT 3B’ 13Ky BUOPATH, TPYHTYETHCS
Ha BUPIINIEHHI KOHKPETHOIrO 3aBAaHHS 1 OTOYEHHS. Po3riisiHeMO OCHOBHI
TEXHOJIOT1] KOMYHIKAIll Mi’ IPUCTPOSMH.
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Wi-Fi — oxHa 3 HaliiomupeHimumx 0e31poTOBUX TEXHOJIOT1H Mepeaadl JaHUX.
Bignosinae cranmapry IEEE 802.11 (n / b / g) 1 dyHKIllOHye Ha yacToTax
2,4 I'Tu 1 5 I'Tu, 3anexHO BiJ BUKOPUCTAHOTO OOJagHaHHS. 3abe3neuye
BHUCOKY IIBUJIKICTh Mepeiadl JaHUX, aje Ma€ PsiJi HeJIOMIKIB:

— BHCOKE €HEeproCIOKUBaHHS;
— B aiana3oHi 2,4 I'T'u O6e3mnid npucTpoiB 1 nepeciunux TexHooriil (Bluetooth);
— pi3HI eKCIUTyaTaliifHi OOMEeXeHHS ISl PI3HUX KPaiH;

— cJlabKka B3JIOMOCTIMKICTh cTaHjaapTy mudpyBanHs WEP: HOBI crangapTu
WPA 1 WPA2 MaroTh O1IbIITy HAIHHICTS.

Bluetooth  go3Bonsse  oOmiHtOBaTtHCS  1HGOPMAIIEID  MPUCTPOIB, IO
3HaxonAThcsd B pazaiyci 10 meTpiB (HOBI Bepcii MPUCTPOIB MPAIIOIOTH Ha
BijicTaHi 10 16 MeTpiB). Mae i1CTOTHUI HENOIIK B O€3Ielll, a TAKOX Ha SKICTh
3B’S13Ky CHJIBHO BIUIMBAIOTH 30BHIIIHI (hakTopH. 10 IIIIOCIB MOXKHA BiIHECTH
HU3bKE €HEPTrOCIOKUBAHHS 1 TTOCTIMHE MOJIMNIIEHHS CTaHAapTYy.

TexHouorii cTTbHUKOBOTO 3B 513Ky (2G, 3G, 4G, 5G). L1g TexHO0TIs Ma€e psij
nepeBar, MOPIBHSHO 3 PO3TISHYTUMHU paHimie. Beanke MOKpHUTTS 1 TOCUTh
IIBUJIKA MIBUJKICTh TMepenadl gaHux (s Mepex 3 TexHojoriero 3G / 4G)
JO3BOJISIE  OXONMWUTH OUIBILY TEPUTOPI0 NpPH peadizaiii MpPOeKTIB 0e3
HEOOXIJTHOCTI TMOIIYKY OKPEMOI TOYKM JOCTymy a0 Mepexki. OCHOBHOIO
npoOJEeMOI0  BBAXKAEThCS OOOB’SI3KOBa MPUB’SI3Ka J0  CTUIBHUKOBOTO
orepaTropa, MOXKJIMBE HABAHTAKCHHsSI HA BUIIKH CTUTBHUKOBOTO OIEepaTopa
(a00 iXHSI HEOCTYMHICTh), BUCOKE €HEPTrOCIIOKUBAHHS MPU Mepeiadl JTaHUX
(0c00IMBO TIpH CITA0OKOMY MOKPHUTTI MEPEXK1).

LoRaWan — BigkpuTHii NpOTOKOJ JJisi BACOKOEMHMX (40 1 MJIH MpPUCTPOIB B
OIHIM Mepexi) Mepex 3 BEIUKUM paglycoM Jii 1  HU3bKUM
eHeprocrnokuBaHHaM. [IpoTokon 3abe3neuye ABOCTOPOHHIN 3B’SI30K 3
mudpyBaHHAM 11 BCIX KJIACiB MPUCTPOIB. APXITEKTypa MPOTOKOITY
po3po0lIsIacss B TOMY YKCII 1 JJIsl TOTO, 00 JIETKO 3HANTH MOOLIbHI 00’ €KTH
JUISl BIJICTEKEHHSI TiepecyBaHb. lle HaWOLIbII MIBUKO 3pOCTAIOUMA HAMPSIM
noaatkiB [HTepHETYy peueir. OCHOBHUM HEAOJIKOM € IIBUAKICTh Tepeaadi
nanux (mo 5 Kb/c), ame nmnma mepemadl JaHUX 3 JAaTYMKIB [BOTO IILIKOM
JIOCTaTHBO.
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Local Area Network, LAN — xomm’roTepHa Mepexka, 3a3BHYail MOKpPUBAE
BIJIHOCHO HEBEJIIMKY TepuTOpit0. CroiydeHHs 3A1HCHIOETHCS 32 JTOTIOMOTOIO
MEpEeXKEeBOro Kabeno. Mae BUCOKY HIBHUAKICTh IEpenadl JaHUX, BUCOKY
CTIHKICTh Tepe]] MepenkoJaMu, MEeBHY aJpecallifo BcepeauHl Mmepexi. I3
MIHYCIB BapTO 3ayBaXUTH BIJACYTHICTb MapUIPyTH3aTOPiB, (PI3UYHOI
JOCTYITHOCT1 JUTsl TIAKITIOUEHHS MPUCTPOIO 0 MEPEexkK1 KabeneM.

HaBeneni TeXHOJIOT1i HE € BUYEPITHUM OIKMCOM BCiX ICHYIOUHX PIIIEHB, ajie €
OCHOBHUMHU IIPU pOOOTI 3 IHTEPHET-PEUAMHU.

JlaGopaTopna po6ora Ne 1

Tema: IlinroToBka poOo4Oro cepemaoBuIla sl TPOBEACHHS J1a0OpPaTOPHUX
po0iT. [HcTpymenTapiii loT-po3poOHuKa.

Mera: o3HallOMJICHHST Ta pO3rOpPTaHHS MPOTPAMHOTO 3a0e3MEUYECHHS,
HEOOX1JTHOTO JUIsl poOoTH 3 MpUcTposiMu [HTepHETY peueit.

3agaui:

1) BcranoButu Arduino IDE ta HanamTyBatu Ha poOOTY 3 BUKOPUCTAHHSIM
ESP32;

2) BctanoBuTu MQTT-broker Mosquitto;

3) BcranoButH HaoOip 113 st po6oTu 3 Node-red.
TeopernyHa yacTuHA

Arduino IDE. Cepenouiiie /j1s1 TporpaMmyBaHHs

Jnst modatky OyJb-sIKOi pO3pOOKH HEOOXiAHO oOpaTH CepeloBHUILE s
porpaMyBaHHs. Y HAIIOMy BHUIMAJIKy HEOOXIJIHE CEPEIOBHUIIIE, SIKE TO3BOIHTH
HaMm nporpamyBaHHs TIpucTpoiB [oT (Internet of Things) [1], € mpocTuMm B
OCBOEHHI Ta Ma€ BeCb HEOOXTHUN (DYHKIIOHA JJ1s IoyaTtky podotu. Tomy y
oMy Kypci 0yne Bukopuctano Arduino IDE [2]. [ns Toro mo0 BCTaHOBUTH
Arduino IDE, HeoOXiHO 3aBaHTaXUTH IHCTAIATOP 3 OQIIIHHOrO cailTy Ta
3aMyCTUTH oro. Mae BITKpUTUCH BIKHO JilleH311iHO1 3roau (puc. 13). ko Bu
3roJiHl 3 yciMa IMyHKTaMH, HaTUCHITH «l agree» Ta o0epiTh yCl MyHKTH 3
HacTynmHoro MeHto (puc. 14). Ilicis 1poro He0OXiIHO 0OpaTH TUPEKTOPIIO TS
ycTaHoBKH (puc. 15). Iicns HatuckanHs Ha KHONKY «Install» mae posnouatucs
nporec yctanoBku [13. YcTaHoBka Mae 3aBepIIMTUCS BIKHOM Ha puc. 16.
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€9 Arduino Setup: License Agreement — X

ke

W% FPlease review the license agreement befare installing Arduine. If you
co accept all terms of the agreement, dick I Agree.

GNU LESSER. GEMERAL PUBLIC LICENSE M
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <htip://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms
and conditions of version 3 of the GMU General Public License, supplemented
by the additional permissions listed below.

Cancel | I Agree

Puc. 13 — Jliyensitina 3200a

@ Arduine Setup: Installation Options — X

Wy Check the components you want to install and unchedk the components
o0 you don't want to install. Click Mext to continue.

Install Arduino software
Install LUSB driver
Create Start Menu shortout
Create Desktop shortout
Assodiate .ino files

Select components to install:

Space required: 539.6MB

Cancel < Back Mext =

Puc. 14 — Jlemani ycmanoexu
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.E;} Arduino Setup: Installation Folder — o

@ Setup will install Arduine in the following folder. To install in a different
=2 folder, dick Browse and select another folder. Click Install to start the
installation.

Destination Folder

Z:\Program Files (x856)YArduing Browse. ..

Space required: 539.6MB
Space available: 108, 1GB

Cancel | < Back Install

Puc. 15 — Jlianoe eubopy oupexmopii ycmanosxu

@ Arduino Setup: Completed —

. Completed
D=

Puc. 16 — Yceniwna yemanoska Arduino IDE

[Ticns ycmimHo1 yecraHoBKH Arduino IDE HeoOxi11HO niepeiTH 10 HaCTYITHOTO
KpPOKY — HIJKIIFOUEHHs 010J110TeKH 1711 poOOTH 3 KIFOUOBUM JIJISl IBOTO KypCy
moaynem ESP32 [3]. Le#t moayne [oT myxe momynsipHuii Ha ChOTOIHI Ta
NIATPUMY€EThCSI TakMMH cepBicamu, sk Amazon AWS, Google I[oT Ta
Microsoft Azure. [{yist Toro mo6 nmoyatu po0oTy 3 HUM depe3 Arduino IDE,
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HeoOxigHO 3anyctutd IDE Ta y wMento «®aitn» BIIKPUTH BIKHO
«HanamrryBanns» (puc. 17). Hdami neoOxigHo y moii «URL menemxepiB
J0TaTKOBUX TUIAT» BKA3aTH MOCUJIAHHS HA TaKl MAKETH JIJI1 MEHEKEPY ILIaT:

https://dl.espressif.com/dl/package esp32 index.json,

https://arduino.esp8266.com/stable/package esp8266com_index.json,

BBECTH X y BIKHIi puc. 18.

HanawTyeanna

HanawTysaHta  Mepexa
Po3TaAWYBAHHA TEKW 31 CKETHEMM;
C:\UsersYj.rozanov\Documents‘Arduino
Mosa iHTepdeiicy: System Default « | (BMMarae nepesasaHTaeHHA Arduino)
Posmip wpndTy peaakTopa: 12
MacwTab iHTepdelicy: AsTomaTiuHo | 100 -~ %  (BMMarac nepesasaHTamerHs Arduing)

Tema: TeMa 33 3aMOBYYBEHHAM + | (BMMarae nepesasaHTaMeHHA Arduing)

MokasaTh AoknaaHuii seit npu: [ | komninaui [ | BuBaHTaxeHH

MonepeasenHa KoMninATopa: | Hema w

|:| Moka3yBaTH HYMEPELIKD PAAKIE |:| YBIMKHYTH 3MOPTaHHA TERCTY

MepesipiTh Ko NiCNA BUBaHTAXEHHRA |:| BUKOPWCTOBYEATM 30BHILLHIA PeqakTop
MepesipATH OHOBNEHHA NPK 3aMYCKY SBepiraTit Npw nepesipu abo BUBaHTaweHH

[ Use accessibiity features

Binslwe enacTueocTell moxe ByTw BinpenarosaHo NpocTo ¥ daiin
C:\Usersj.rozanov\AppData'Local\Arduino 15'preferences. bet

(peaaryiTe Tinbku AKwWo Arduing He 3aMyLLEHo)

lapaza

Obpatn

URL Mexensepis nogatxosux nnat: |(d|/package_esp32_index.json, https://arduino.esp3266.com/stable jpackage_esp3266com_index. json ﬁ

CracysaTtn

Puc. 17 — Bixno nanawmysanwv Arduino IDE

@ URL Menespxepie gogarkosux naat

Beenite nonatkosi URL, no 0OHOMY y KOKHIWH DALOK

https://dl.espressif.com/d]l/package_espdd index.json
https://arduine.espB2E6. com/ stable/package esplifificom index.json

HaTucHiTe AnA cucky URL migTpumii Heodiljitiy nnat

[apa3a

CkacysaTw

Puc. 18 — Cnucox nakemie 0ns meneddicepa niam

[Ticnsa poro HEOoOX1THO Y MEHIO «|HCTPYMEHTHU» MEPEeUTH y MEHEKep TIatT
(puc. 19) Ta BBeCTH y psIIOK MOLIYKY «I1aT esp32» 1 BCTAaHOBUTHU HAOIp IjiaT

y cepenosutie (puc. 20).
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& SimpleMCTT | Arcing 1.2.10 - o0 X
Daitn Mpaeka Ckety Inctpymentw Jonomora
AeTothopuatysaHHa Cirl+T
Apxisysari crery
SImplEhQTT Bunpasiin kofyeatHs | NepesasanTaxHTA
Kepyeanhn GibnioTekamm... Ctrl+ Shift+ "
Monitep necnigosxero nepty Ctrl+Shift+ M MeHeKep niar...
Mocnigoerwi nnotep Ctrl+Shift+L A
#include <WiFi.hy -
$include "Esp3aM) WiFi101 / WiFiNINA Firmware Updater Mnarw Arduino AVR
®  Arduine Yin
e i Mnata: "Arduine Yin" i . .
// Please input g 0 Arduino/Genuino Uno
const chart opt
Fonat o ssid g . . Arduino Duemilanove or Diecimila
const char' passW Otpumath inopmaLyio npe nnaty )
Arduine Nano
Mporpamarop: "AVRISP mkll" : Arduino/Genuino Mega or Mega 2360
3anucati 3aBanTaxyBaY Arduino Mega ADK
static const char® connectionString = ""; AltinglEopar
Arduino Leonardo ETH
static bool hasIoTHub = false; Arduino/Genuino Micro
vid secmp () | Arduino Esplora
Serial.begin(115200); Arduino Mini
Serial. 1("Starting connecting WiFi."); Arduino Ethernet
(10 Arduino Fie
gin(ssid, password); i
& (iifi.scacus() = WL_CONNECTED) | Arduino BT v
LityPad Arduino USB
LilyPad Arduine
Arduino Pro or Pro Mini
Arduina NG or older

Arduine Rebot Control
Arduino Rebot Mator {in va COM3

Puc. 19 — Menrwo meneoacepa niam

© Menegkep nnar X
Twn |Bd v | (esp32

esp32 by Espressif Systems eepcia 1.0.3 INSTALLED ~

MnaTu, BKMOYEH] 40 LEOMD NEKETY!

ESP32 Dev Module, WEMOS LoLin32.

Mare Infa

BcraHosmTi Buganuti
L
SaKPUTH

Puc. 20 — Meneoocep nnam

[Ticas 11bOro y MEHIO IUIaT CTaHyTh JOCTYITHI IJIaTH PO3POOHMKA 3 JIHIMKH
moayniB ESP32. Hac uikaButes DOIT ESP32 DEVKIT V1, Tomy 1o came BiH
HasiBHUH y naboparopii. Ajie Ha IbOMY eTarl MpOIIeC MiIrOTOBKU MPOrPaMHOTO
CepelioBHIIA IIIe HE 3aBEpIICHO, TOMY IO BapTO MPHUAUIUTH yBary TaKOX
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MPOLIECy YCTAaHOBKU 010110TeK. J{71s1 IbOoro HeOOX1IHO MepelTH B MeHI0 «CKeTu
Ta oOpatu MeHO «Jlomatu 610mioreky» (puc.21). Y mnogampimioMy Ham
3HaI00UTHCS O10m10TeKa it poOoTH 3 atunkoM DHT22 [4], Tomy po3riasiHeMo
IIPOIIeC YCTAaHOBKH O10JIOTEKM Ha IboMYy Mpukiaal. JJis 1mporo HEOoOXiTHO
BIJIKPUTHU BIKHO «K€pyBaHHs 010110TeKaMu» Ta y IOLIYKY BBeCTH 3anuT « DHT22
ESP32», motiMm otpibHO 00patu HEOOX1aHY 010Ii0TeKy (pHC. 22).

8 SimpleMOTT | Arduino 1.8.10 - 0 X
®aitn Mpaeka Crety Incrpymentw Jonowmora
Mepegipuri/skoMninioeati Ctrl+R
Busartanm Ctrl+U
SimpleMQT] BusanTaunTy 3a gonomeroro nporpamatopa  Ctrl+Shift+U n
EkcnopT ckomninkosanero GikapHuka Ctrl+Alt+5 "
TMokasaTh Teky CKETHIE Ctrl+K
B o Jogara GiGniotexy b &
::siii; ‘; Jogamh paitn.. Kepyeanna GiGniotekamn... Cirl+Shift+|
Jogzta ZIP-GibnioTexy...
// Please input the 55ID and password of WiFi
15t 3sid =" Arduino GiGniotekn
const char® password = ""; Bridge
Esplora
Ethernet
- ; Firmata
static const char* connectionString = ""; GSM
static bool hasIoTHub = false; Keyboard
LiquidCrystal
void setupf{) { Mouse
Serial.begin{115200);
Serial.println("Starting connecting WiFi."); Robat Control
de Rebot IR Remote
n(ssid, password); Rohot Motor
while (WiFi.status() != WL_CONNECTED) { D v
Servo
SpacebrewYun
Stepper
TFT
Temboo

EVKIT W1 Ha COM3

Puc. 21 — Meneooicep b6ibniomex

% Meneskep Gibniotex *
Tun |Bd ~ | Tema |Bd ~ | |esp32dht
DHT sensor library for ESPx by beegee_tokyo ~

Arduino ESP library for DHT11, DHT22, etc Temp & Humidity Sensors Optimized libray to match ESP32 requirements. Last
changes: Fixed typo in examples.
More info

Bepcia 1.14.0 BcrasosuTH

3aKpPHUTH

Puc. 22 — Bubip 6ibniomeku y menedxicepi 6ibiomex

24



BcranoBiaennss MQTT-0pokepa Mosquitto

OkpiMm came «pedei» 3 IHTEPHETY pedeil, BAXXJIMBUM €JIEMEHTOM KOHIIEMIIIi
[oT € nutsixu 3B’ 513Ky MIXK «pedamuy. HalmomupeHImmm npoToKOJIOM 3B’ 3Ky
B [0oT € MQTT [5]. B3arani B [oT BUKOpUCTOBY€EThCS O€3J114 MPOTOKOJIIB Ha
0a31 TCP/IP, ane y oMy Kypci Oyje Bukopuctano came MQTT, Tomy 1110 BiH
€ ne-(hakTo cTaHaapTOM Tally3i, 00 OYB pO3pOOICHU caMe 711 BUKOPUCTAHHSI
B InTepHeTi peueit. KimouoBumu nonsatrsamu 1t MQTT € Opokep Ta KITi€HT.
Bbpokep — 11e nmporpamHe 3a0e3nedeHHs, 110 3a0e3neuye TPaH3UT MOBIIOMIICHb
MDK PI3HUMU KIJIIEHTaMU, SIK1 MAKIIOYEH] 10 cepBepa, Ha SIKOMY PO3TOPHYTO
MQTT-6pokep. letanbHimie npo poOOTy MPOTOKOJIY HTUMETHCS Y HaCTYITHIN
n1abopaTopHiil poOoTi.

3araJibHOIO PEKOMEH/IAINIEIO 11T BCTAHOBJICHHS Ta BUKOPUCTAHHS KOHCOJIBHUX
JOMATKIB, sIKI HaJlaHl y Iii J1abopaTopHid poOOTI, € BCTAHOBJICHHS MOy
Ubuntu 18.04 za Windows 10.

Ak nporpamHe 3a0e3nedeHHs1, 10 Oy/e BUKOHYBAaTH (YHKIlT Opokepa st
POBECHHS JTabopaTOpHUX poOIT, Oyae BUKOpHCTOBYBaTHCS Mosquitto [6].
Jns toro mo6 BctaHoBuTH 1eit MQTT-Opokep, HEOOXITHO TMEperTH Ha
opiUitHUN CcallT Ta 3aBaHTAXUTU I1HCTANIATOpP sl Bamoi omnepaiiiiHoi
cuctemu. [licias 3aBepilieHHS YCTaHOBKH, 3a YMOBH, II0 mosquito OyIio
BCTAHOBJIEHO SIK cl1yk0y Windows, y BUNIaJIKy YCTaHOBKH Ha 1[0 OIllepaliiHy
CUCTEMY 3allyCKaTh OpOKep HEMOTPiOHO, BiH OyJie aBTOMAaTUYHO 3aIyIIEHUM
miJ Yac 3amycKy omepaiiiiHoi cuctemMu. B IHIIKWX BUIAIKaX HEOOX1ITHO
BUKOHATH KOMaHJly mosquito uepe3 TepMiHal KOMaHJIHOTO psaka. Takox,
OKpIM OpoKepa, € MOKJHMBICTh BUKOPHUCTOBYBATH JBa TUIHU KJIIEHTIB Bij
mosquito — mosquito pub aiisa myOiKyBaHHS MTOBIIOMJICHh Ta mosquito sub
JUIS. TIANACKKM Ha OTPUMAaHHS TOBiOMJICHb. Lle Moxke OyTu JopedHo Jyist
NEePEBIPKU MPaBUWIBHOCTI pOOOTH MIPUCTPOIB [HTEpHETY peueid Ta B3aeMoii 3
HuMH 3a noromororo [1K.

BceranoBaennst Node-red Ta HeoOXxigHoro s ioro poooru I13

Y nomepedHix po3auiax OyJ0 pO3TJISHYTO MporpaMHe 3a0e3leueHHS,
HeoOXiHe sl pobotu Oe3nocepenHbo 3 mnpuctposmMu loT Ta mns
3a0e3mnedyeHHs IXHbO1 B3a€MOI11 Mi>k 0000 Ta 3 IHIIUMHU cepBicamu. CepBiciB,
SK1 MOKYTb OyTH criokuBadamu iHpopmailii Big npuctpoiB [oT, Takox icHye
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0e3714, K 1 anapaTHUX PIIIEHb CEPEJ] TPUCTPOIB Ta MPOTPAMHUX PIIIIEHb CEPE
3aco01B komyHikaiii. CepBicoM, SIKHH € T0CTaTHRO THYYKHUM, 11100 T103BOJIUTH
po3poOKy iHTepdeiicy KOpHCTyBauya MEBHOI CHUCTEMM IHTEpHETy peueid, a
TaKOXK 3a0€3MEUYEHHS] MOXJIMBOCTI MPOrpamMHOI OOpOOKM JaHUX Ta IXHBOI
nepenayl y 0a3y maHux abo 1HIIUM CHoXKHBayaM 1HGOpMallii 3a JOTOMOTO0
1HIIMX MpoTokodiB, € Node-Red [7]. Lle 3aci0 asist mporpaMmyBaHHS PIIIEHb JJIs
€KOCHCTEMHU IHTEPHETY pedel Ha 0a3i mporpamHoro oroueHHs Node.js [8],
OCOOJIMBICTIO SIKOTO € BHUKOPUCTAHHS MOTOKIB JaHMX Ta (YHKI[IOHAJIBHHUX
By3JIB Ha TrpadiuHoMy 1HTepdeiici Uil  CHPOIUEHHS  PO3pOOKHU
0araTormoToYHUX JOJATKIB. YCTAHOBKAa CKJIAJA€ThCS 3 JIBOX ITYHKTIB —
BctaHoBieHHs Node.js Ta Node-red moBepx HbOTO. J[J1s1 TOTO 111006 BCTAHOBUTH
Node.js, HE0OOXITHO 3aBaHTAXKUTHU IHCTAJATOP 3 OQIliiiHOrO caity Ta
BUKOHATH 1HCTPYKIii. Ilicist ycCHilmHOiT yCTaHOBKM HEOOXITHO BIIKPUTHU
KOMaHIHUHN PsIIOK Ta BUKOHATH KOMaHy «npm install-g--unsafe-perm node-
red» (abo «sudo npm install-g--unsafe-perm node-red» y Bumaaky linux-
cucteM (puc. 23). Ins toro mo6 moyatu poboty y node-red, HeoOXimTHO
BIJIKDUTU KOMAHJIHUMN PSAIOK Ta BUKOHATH KomaHay Node-red. ¥V Bumaaky 3
Windows MOXJIHUBO 3HAAOOMTHCS TEPEeUTH A0 MalKd 31 BCTAaHOBICHUM
nakeToM. CepenoBuIle po3poOHUKa Oyjae JOCTymHE y Opay3epi 3a apecoro
localhost: 1880 (puc. 24).

ckages from 352 contributors in 3

Puc. 23 — Yemanoexka Node-red
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o<, Node-RED =2 Deply v| =

‘+“55Hiinfo R

R
v Information

Flow "4222¢f3b.boach"
Name Flow 1

Status Enabled

- 1] I
() msg.payload =
g I-l 0, v Description
SEED |
O '\ -
o 3
=t
8 15 abc
tp 0
v output
T
link ‘ »
A

«

=/[0f|#+/[mv] |

Puc. 24 — Inmepgheiic Node-red y opayzepi

IIpakTU4YHA YacTHHA
Bukonauns pobomu

1. Ckauatu HaBeneHl y TeopeTuuHOoMy Mmatepiani [13 3 mojgaHux nocuiiaHb
(odimiifHUX CalTIB Ta pemo3UTapiiB).

2. Bcranosutu Arduino IDE.

3. 3anyctutu Arduino IDE Tta 3amucaru cBoro rpymy, IIIb Ta wac i mary
BUKOHAHHS SIK KOMEHTAp 110 KOAY.

4. 3poOUTH CKPIHIIOT BiKHA TPOTPaMHU.

5. BcranoButu Mosquitto (Ta mosquito_client y Bunaaky linux ta mac os).
6. 3amyctutu OpoKep uepe3 TepMiHaj Ta 3pOOUTH CKPIHIIIOT HOro poOoTH.
7. BctanoButu Node.js.

8. BcranoButu Node-red uepes tepminan (komanaorw npm install node-red).

9. 3anyctutu Node-red Ta 3poOUTH CKPIHILIOT 3 TepMiHaANY, Ta 3 Opay3epa. Y
Opay3epl HEOOX1THO PO3MICTUTH KOJ 3 KOMEHTapeM, y SKOMY HEOOX1JTHO
BKaszatu rpyumy, I11b Ta mary.

3BIT Ma€ MICTUTHU: TUTYJIbHY CTOPIHKY, CKPIHIIIOTH 3 X0y pOOOTH Ta BIAMOBIII
Ha KOHTPOJIbHI MMUTaHHS.
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KoHTpoJbHI nUTAHHA

1. OnumriTe npotec 3aBanTakeHHs koay B ESP32 micns Hanucanus y Arduino
IDE.

2. Hagenite npuknanu iHmux (okpiM Arduino IDE) cepenoBuiil po3poOku Ta
MOB, SIKHMH MO>XHa KOPUCTyBaTuUCs [Jia nporpamyBaHHda ESP32 Ta
ONepaliifHuX CUCTEM, 1110 MOKHA BCTAHOBUTHU HA MOIYJIb.

3. Po3kaxiTh 1po Te, sk npairoe Mosquitto.

4. HaBeniTh npuKiIaau NpoTOKOJiB, Kpi3b siki ESP32 ta mpuctpoi [aTepnery
pedeil MOXKyTh TiepeiaBaT JaHi yepe3 [HTepHer.

5. Uu moxna posropuytd MQTT-6pokep Ha mikpokoHTposepi? Ha skux
MIKPOKOHTpOJIEpax 1€ MOKHA 3p00UTH?

6. Ha3BiTh KJIFO4OBI ITIOCH Ta MiHYycH cepBicy Node-red.

7. Ski me cepsicu, okpiM Node-red, MOKHa BUKOPUCTOBYBATH JJIsl B3A€MO/I11
MDK MPUCTPOSIMH [HTEpHETY peueit Ta iHIuMHu cepBicamu B [nTepHeTi?

Chnucox PEKOMCHIOBAHHUX JIZKCPC.JI

1. https://www.it.ua/knowledge-base/technology-innovation/internet-
veschej-internet-of-things-iot

2. https://www.arduino.cc/en/main/software

3. https://www.espressif.com/en/products/hardware/esp32/overview

4. https://www.sparkfun.com/datasheets/Sensors/Temperature/DHT22.pdf
5. http://mqtt.org/

6. https://mosquitto.org/

7. https://nodered.org/

8. https://nodejs.org/uk/
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JlaGopaTopna pooora Ne 2

Tema: Bxoau / BUX0u 3araibHOTO MpU3HaYeHHs. BX11H1 Ta BUX11H1 TP poBI
curHaiau. Bzaemois mix asoma moayiasimu ESP32 3a normomororo MQTT.

Meta: o3HallOMHUTHCS 13 B3a€EMOJIIE€I0 JIBOX MPUCTPOIB [HTEpHETY peueld Ha
NPUKIIA/l KEPYyBaHHS CBITJIONIOJAMH HA OJHOMY MOAYJI 32 JOMOMOTOIO
KHOIIOK Ha 1HILIOMY.

3axaui:

1) o3HatiomuTucs 3 (YHKIIOHYBaHHSIM BXOJIB / BHUXOJIB 3arajbHOTO
MPU3HAYCHHS 3a JOTIOMOTOIO CBITJIOAIOIB Ta KHOTIOK;

2) peanizyBatu miakmodeHHss ESP32 no Wi-fi ta MQTT-6pokepa;

3) nocnigut ocobauBoCcTI podbotn mporokody MQTT Ta B3aeMomli Mix
PI3HUMU IPUCTPOSMHU.

TeopernyHa yacTuHa

1. O3naliomneHHss 3 (YHKIIOHYBaHHSIM BXOJIB / BHXOJIB 3arajibHOIO
MPU3HAYEHHS 3a JOTIOMOTOI0 CBITIIOAI0/I1B Ta KHOTIOK.

ESP32 [1] mae 36 BOygoBaHUX BXOJIB / BUXOJIIB 3arajbHOTIO MPHU3HAYCHHS
(GPIO — general purpose input / output). 3 iXHIM pO3TallyBaHHSIM Ha
HassBHOMY Y J1abopaTopii MOyl MOXKHA O3HAHOMUTHCS Ha puc. 25. B¢l BoHM
MalTh MOKJIMBICTh OyTH HAJIANITOBAHUMH SIK JJISI YUTaHHA IU(POBOro
CUTHaJy, TaK 1 JyIs oro reHepairii. Jleski 3 HUX MarOTh JIOJATKOBI (PYHKIII],
HanpukiIaa miakiIodeHi g0 BOygoBanoro AIIIl [2], abo no amapatHuX
intepdelicie mepenaui mammx (I’C [3], UART [4], SPI [5]), uu MaroTh
MO>KJIUBICTh BUKOPHCTOBYBATHCSl SK CEHCOPHI €JeMEHTU. TaKoX HasiBHI
CTy>k00B1 IIIHM JJ1s1 BUBOTY JKMBJIEHHS Ta 3a3emiieHHs. Ane neBHi GPIO maroth
neski ooMexxkeHHss y BukopuctanHi. Omke, GPIO 3 34 mo 39 MoOXyTh
npaioBatu juiie Ha Bxijd, a BukopuctanHs GPIO 3 6 mo 1110, 1 Ta 3
PEKOMEHIYEThCA JIMINE 3a IXHIM [PU3HAYEHHSIM, SKE TMPOIUCAHE ¥
JOKYMEHTaIlli, TOMY 110 BOHH IAKII0UEH1 0€3MOCEPEIHBO 10 TTaM AT1 MOy sl
1 MOXYTh BUKJIMKATH HECTAOUIbHICTH HOro pobotu. Pobora 3 mudppoBumu
BXOJaMU / BUXOJIaMH HAUIPOCTIIIA, TOMY 3 HEl 1 HOUMHAETHCS 03HAHOMIICHHS
3 (¢yHKIioOHATIOM Monayis. BpaxoByiouu, 1m0 mporpamyBaHHsS —Oyne
3niicHioBatrcs 3a qonomoroto Arduino IDE, nns peanizauii nporpamu, sika
OyJle BMUKAaTH / BUMHUKATH CBITIOAI0A [6], HEOOXITHO IMJAKIIOYUTH HOTO 3a
MOoJaHOI0 Ha puC. 26 CXEMOI0 Ta HamucaTd HaBeJACHUW Ha puC.27 KoOA
MIPOrpaMH. CeiTiiomion HEOOX1IHO MIKI0YaTH yepes
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cTpymooOmexyBanbHui pesuctop y 100 Om. [Iporpama HasgBHa y mpHKIagax
y caMOMy CEpeOBHIII, Jihile MOTPiOHO 3MiHUTU HeoOXinHuit GPIO Ha Toi,
10 BUKOPUCTOBYETHCS HA CXeMi. TaKoK BapTO 3a3HAYUTH, 110 MPOTPAMH, SIK1
mumyThest B Arduino IDE, HasuBaroThcs ckerdi, 1 Imed TepMiH Oyje

BUKOPUCTOBYBATHCS JAJIL.

:

ADCO g GIOP36 glElg*]® !

ADC3 g GIOP39 glfRa" :r'=

ADC6 GIoPM g m*] =

ADC7 g GIOP35 gl lg+]® :

TOUCH9 g ADC4 g GIOP32 . =f.=
TOUCHS g ADC5 g GIOP33 gl E
DAC1 ADC18 g GIOP25 glFlge]® S

DAC2 3 ADC19 g GIOP26 gfl]gm*]® ®

TOUCH7 3 ADC17 @ GIOP27 O (O

TOUCHG g ADC16 @ GIOP14 gfFige]®
TOUCH5 g ADC15 g GIOP12 gfE]ge](®
GND 0

TOUCH4 g ADC14 g GIOP13 gfEgme]®
RX1 FLASHD2g GIOP9 giT3gs+](¥]
X1 FLASHD3 g GIOP10 o] (F
FLASH CMDg GIOP11 glF)gge]®
{1910

(m)

®

. GIOP1 X0

0 GIOP19 g VSPIMISO
=g GIOP18 g VSPISCK
o Fllg GIOP5 g VSPISS
0 GIOP17 TX2
0 GIOP16 RX2
Pz GIOP4 g ADC10 g TOUCHO
=Pz GIOP0 g ADCi1 g TOUCH1
oIz GIOP2 g ADC12 g TOUCH?
oS FKg GIOP15 @ ADC13 g TOUCH3
o2 FFlg GIOP8 g FLASH D1
o mFllg GIOP7 gFLASH DO
+2Pl)g GIOP6 EFLASHCK

=@ @ENEEEEE®EEGOE@E@@®@®®® @

Puc. 25 — Pozmawysanus ma npusnayenus 6xo0is / euxoodie ESP32

3.3V

>

z

&

>
—2] enrReseT ari023 |21
—2{ Griozersve Gpio22 |25~
— Griozorsvn GPIO1/MXO |22~
—2] Geio34 GPIO3/RY0 P2~
—& Gpioss ario21 |-
2 Grioa2 e
—&1 Grio33 pio1s |22
2 pios  ESP32S g 122

HilLetgo
221 Griozs 890 ooy R
1 WiFi 27
1 GPI027  pogule  GPIOT6 -
21 G014 Gpioa |2~
231 Geion2 ap100 |-
25 Gpio13 cri02 |24
84 Gpioarso2 Grio1s |22
17 2
224 Griororso3 T
& Gpio11/50cMD GPI07/5D0 |2
GPIOB/SDCLK 22

—| GND

U1
ESP32-38PinWide

LED1
Red (633nm)

AN

R1
220Q

~ O, o

18 L&A

Puc. 26 — [lioknrouennsa ceimnooiooa oo ESP32
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J/ the setup function runs once when you press reset or power the board
vold setup() |
// initialize digital pin 0] as an cutput.

pinMode {0, OUTPUT);

}

J/ the loop function runs over and over again forewver

roid loop() |
|;;'i:;_._i,- 0, HIGH); S/ turn the LED on (HIGH is the woltage level)
l=lay (1000} ; F/ wait for a second
|;;'i:;_'.-ri::{tl LOW) ; // turn the LED off by making the voltage LOW
l2lay (1000} ; F/ walt for a second

Puc. 27 — Koo npoepamu Blink

Ha 1iboMy ckeTtui Bi1I0yBa€ThCA TaKe:
1) y dynkuii setup() iximanizyerbess GPIO, 1o sikoro mij’e1HaHO CBITIOAION;

2) y ¢ynkuii loop() (ska mparoe MUKIIYHO BOPOAOBXK YChOTO 4acy, TOKHU
MPUCTPIA BBIMKHEHUH), CIIOYATKY MOCUJIAE€THCSI CUTHAJI BUCOKOI'O 3HAYEHHS,
TOOTO MoAaeThes Hamnpyra 3,3 B, a micis 3aTpuMKu B 1 CeKyHAY MOCUTAETHCSA
CUTHaJ HU3BKOTO piBHA, TOOTO 0 B, Takoxk Ha 1 cekyHy.

[lin yac BUKOHAaHHS POOOTH IBOTO CKETYA CBITIOAIOA Oy/e MeplOUYHO
BMHUKATHUCSl Ta BUMUKATHUCS 13 3aJ]aHOI0 3aTpuMKoro, Tomy o Ha GPIO, no
SAKOTO BIH MiJ’€IHAHUMW, TMOJAIOTHCA KEpPYIUl CUTHAIU, CTPyMYy Yy SKHUX
JIOCTaTHBRO, 100 3aITaJIuTH CBITIOIION.

Hactynuum kpoxom y BuBYeHHI pobotu GPIO Oyne uutanHs uudpoBoro
curHaiy. J{is uporo Oyjie BUKOPUCTAHO TAaKTOBY KHOMIKY. J[71s ii miaKIroueHHs
HEOOX1THO CKOpHCTaTUCA cxeMor Ha puc. 28. IligkiIroYeHHS KHOIKH
HEOOX1AHO 3/IIMCHIOBATU 4Yepe3 CTPyMooOMexyBainbHUN pe3uctop 10 xOw,
abu yHukHyTH nomkojkeHHs GPIO Bucokum crpymom. [Ins toro mo0
BIJICTE)KMTH CTaH HATUCKAaHHS KHONKH, OyJle BUKOPUCTAHO MOBIAOMJICHHS
yepes MOoCiiIOBHUHN TOPT.
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Ul
ESP32-38PinWide

3.3V
VIN 5V

37
36

EN/RESET GPIO23

GPIO36/SVP GPI022

GPIO39/SVN GPIO1/TX0 2.

GP1034 GPIO3/RX0 34

GPIO35 GPIO21 133

31
GPI033 GpI018 12 S1

GPIO25 ESP32s GPIOS |23

HiLetgo
GPI026 8t90 o017 |2
WiFi 27
GPI027  Module  GPIOT6 ! !
GPIO14 GPI104 i

GPIO32 GPIO19

GPIO12 GPIOO |25,

GPIO13 GPIO2 |24,

23
22

GPI09/5D2 GPIO15

Ellplslslzls o fo b o fo |o | |

GPIO10/SD3 GP108/SD1

)

GPIO11/SDCMD GPI07/SD0O 2L R1
20

GPIO6/SDCLK = 10kQ

GND

Puc. 28 — llioknrouenna makmoeoi knonku 0o ESP32

[locninoBHUN MOPT € OCHOBHUM 3aco00M ISl HajalTyBaHHS Ta
BUMPOOyBaHHS OyJb SKOTO CKETYa, TAKOX BIH JTOBOJII MOUIUPEHUN cepe
TOTOBUX pillIeHb Ha 0a31 MikpokoHTpoJepiB ATMega ta npuctpois [oT. s
TOro 100 MaTu MOXJIMBICTH B3aeMOJIISATH 3 mpuctpoem uyepes IIK,
HEOOX1JTHO BUKOPHUCTOBYBaTH MeToau kiacy Serial [7]. Posrmsaemo
IpUKIaa KOOy, IKAM HaBeeHO Ha puc. 29. Jlys 3pydHOCTI 1HII1ali3y€eThCs
3minHa pushButton, sikiii mae O0ytu npucBoeHo Homep GPIO, no xoTporo
11’ €IHAHO KHOMKY. J{am BinmOyBaeThCs 1HiIIai3allisl MOCIIIOBHOTO MOPTY
Ta BUBOJY, J0 SAKOTO MiJ’ €AHAHO KHONKY. BUBI1L KOH]Irypyerbcs, sK 1
INPUT, To6TO BXia. Ilicis mporo mporpama 371MCHIOE ITUKJIIYHE YUTAHHS
CTaHy KHOMKM 3a nomnomororo (yskmii digitalRead Tta BUBOOUTH cTaH y
MNOCHIJIOBHUN TOPT 13 3ajaHuM iHTepBasioM. lloBigomieHHs OyayTh
BUBOJIUTUCS TUILKHU 332 YMOBH, 1110 Ha BX1Jl OyJIO MOJaHO JIOT1YHY OJUHHUIIIO,
TOOTO BUCOKHMH piBeHb curHainy (3,3 B). Ile MoxiauBe TUIBKH MpH
HAaTUCHEHHI Ha KHOTIKY.
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f digital pin 2 has a pushbutton attached to it. Give it a name:

int pushButton DL
J4 the setup routine runs once when you press reset:
vold setup{) |
f initialize serial communicaticon at 9600 bits per second:
Serial .=gin{(9600) ;
'S make the pushbutton's pin an inpuat:
pinMods {pushButton, INFUT) »
1
 the loop routine runs owver and over again forewver:

vold loop{) |
SS read the input pin:

int buttonState = digitalBead{pushButton)

'S print out the state of the button:
Serial.println{buttonState) ;

delay (1) r fFf delay in between reads for stakbility

Puc. 29 — Cxemy 015 3uumyearnus. cmamny KHONKU Ma 8UBCOCHHSL Y
NOCNIO0B8HUL NOPM

Peanizanisa ninkawdenns ESP32 no Wi-fi ta MQTT-0pokepa

[Ticnst o3HaiomneHHs 3 0azoBuMu (pynkuisimu ESP32 HeoOx11HO nepeTu 10
byHKIIIOHAITY, SIKHI € OCHOBHHUM 3a TMIPU3HAYEHHSIM — MIKIIOUYEHHS Ta podoTa
3 Wi-fi-mepexxamu. ESP32 Moxe mpaiioBaTu y TpbOX peXUMax: K KIIEHT,
SIKAW M1’ €IHY€EThCS IO ICHYIOUOi MEpexi, sk Touka jaoctymy g0 Wi-Fi ta y
riopuaHoMy pexxkumi. Hac Oye 1ikaBUTH MEePIIUi BapiaHT, TOMY 110 IPOCTIIIIe
3a BCE peali3yBaTH B3a€EMOJII0 MIDX JIEKIJIbKOMa MPUCTPOSIMU CaMe uepes
€IUHY TOYKY JocTymy Ta cepBep. s migkirodeHHs 10 mepexi Wi-Fi
He0oO0X1aHO ckopucTaTucs 616morexoro Wi-fi [8]. V 3aranpHOMY BUNIAIKY, IS
peanizanii miaKII4YeHHs 10 3BUYaiHOI «JOMAITHbO» TOYKU JIOCTYITY, MOXKHA
ckopuctatucs npukiagom « WifiClientBasicy, sikuit HassBHUM y PUKIIaax 10
o10morexku. Kox MokHa moauBUTHCS 3a TOocuiaaHHSM [9]. ¥V 1mpoMy ckeTdi
BIIOYBA€ThCA MIAKIIOYEHHA 10 Mepexi Wi-fi, siky HeoOXxigHO BKa3aTu y
meroai  WiFiMulti.addAP(«SSID», «passpasspass»), 3amicTh ssid Ta
passpasspass. Jlani KoJ BUKOHY€ MIJKIIOUYEHHS 0 JOKaJIbHOTO CepBepa Ta
OOMIHIOETHCA 3 HUM MMAKETaMU. Y BUIAJKY 3 0€3IJpOTOBOIO MEPEKEIO Y HAIIIN
nabopartopii Oy1e He0OX1THO CKOPHUCTATHCS 1HIITUM MPUKJIAIOM I IKTIOUCHHS,
yepe3 Te 110 BOHA € KOPIOPATUBHOIO 1 MAa€ MEBHI YMOBHU JIJIs MIAKIIOYEHHS, a
caMe: HEOOX1IHICTh aBTOPU3aIlil Yepe3 JIOTIH / mapoJib BiJl KOPHOPATUBHOIO
OOJIIKOBOT'O 3aIliCy, TOMY IO BHKOPHCTOBYETHCS MPOTOKON 3axucty EAP.
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[Tpuknan koay HasiBHMIM 3a mocuiaaHHsM [ 10]. YV iboMy npukiiaji BAKOHY€TbCS
migkiaoueHHs 3a  3aganumu  napamerpamu  EAP IDENTITY  «loginy;
EAP_PASSWORD «password»; const char* ssid = «eduroam»; const char*
host = «arduino.php5.sk»; ocTanHiil napameTp BUKOPUCTOBYETHCS JIUIIE IS
TOTO, 100 MEPEBIPUTH MIIKIFOYEHHS 10 BifgaieHoro cepepa. HeobximHuit
MIHIMYM KOJy JUIsl MIJIKJIFOYEHHS 10 KopriopaTuBHOI Mepexi Wi-fi HaBeneHo
y nonatky 1. Lle#t Tun migkmtodyeHHs: NOTpiOeH s gocTyny B [HTepHer, ane
st pobotu  y JokanbHIH Mepexi, 3 MQTT-Opokepom, mouuIbHIIIE
CKOPHUCTATHUCS CKETYEM, SIKUW HABEJEHO Yy JIOJATKY 2.

Axmo nigkarodeHHs 10 Wi-fi BigOynocs Baano, To HEOOXiHO MEperTH 110
HACTYITHOTO KPOKY — PO3MVISIHYTH B3aemoiro moayis ta MQTT-6pokepa.
Po3srisiHeMo KIJIFOYOB1 MTOHATTS 1[LOT0 MPOTOKOY [11].

Jlns Toro mo6 mporpaMHo peanizyBatu poooty 3 MQTT, nam HeoOXimHa
0i0moTeka, sSKa CHOPOCTUTH Il Tporec. Y IHBOMY Kypci Oyne
BUKOpucTOBYBatucs 0101ioTexka PubSubClient [12]. ITpuknag BUKopucTaHHS
111€i 010110TeKn HAaBEACHO Y JOAaTKY 2.

B3aemoaisa mix npucrposmu y MQTT-mepexi

[Iporiec «cmiIKyBaHHS» MDK KIII€EHTaMH (2 KJIIEHTOM MOXE OyTH 1 MPUCTPIN
[oT, 1 mporpamue 3abe3neueHHst Ha Tenedoni, IIK abo ceprepi) nossrae y
Tomy, mo € MQTT-Opokep, sikuil € By3JIOM, J0 SKOTO HAAXOIATh
noBiioMJieHHs. [loBiOMJIEHHS HAIXOASATh Yy TI€BHI TOINKM, Ha3Ba SKHUX
BCTAHOBJIIOETHCSI HA PO3CYJl pO3pOOHUKA, a00 3TiJIHO 3 TIEBHUMH BUMOTaMH,
AK1 MOXKYTbh OyTH y NpoeKTl. KiTleHTH MOXyTh ITyOJIIKyBaTH MOBIIOMJIEHHS Y
NEeBHUM TOMIK Ha OpoKepi, a MOXYTh OyTH MIJANKUCAHI HA TEBHUN TOIMIK Ta
OTPUMYBATHU TOBIJIOMJICHHS, Kl HaAXOJATh y 1ei Tomik. OTxe, MOXKJIMBa
JIOCTaBKa OJHOTO 1 TOr0 C€aMoro IIOBIIOMJIEHHS Mailke HEOOMEXKEHIN
KUIBKOCTI KJIIEHTIB. Y BUNAJKY Ili€i JabopaTopHOi poboTH Oyjae HEeoOXiaHO
HaJaroJUTH OOMIH MOBIJOMJIEHHAMHU MIXK ABoMa Moayssimu ESP32. O6unBa
MOAyJl OyAyTh KII€EHTaMH BIJHOCHO Opokepa, ajge OJMH 3 HHX Mae
BUKOHYBAaTH (DYHKIIIi TIPUCTPOIO KEPYyBaHHS, a 1HIIWA — BUKOHYBAaTH TIEBHI
koMaHau. J[ns nporo, mepii 3a Bce, HEOOXITHO JIOMOBUTHCS, 110 Y CUCTEMI
Oyze YMOBHUM TOIIK JIJIs1 IOB1IOMJIEHbB, K1 OyAyTh MepeiaBaTH KOMaHy, Ta
TOMIK, Y SKUW OyAyTb HAAXOAUTH CTaTycu NpHUCTpoiB. OTxe, MOXHa 3a
JIOTIOMOTOI0 B3a€EMOJII1 JIFOJUHU a00 CEpeOBUIIA 3 MPUCTPOEM AKTUBYBATH
JIIT0 1HIIIOTO TIPUCTPOIO a00 MPOrpamMu Ha cepBepi, AKUN MPOCTyXOBY€E NIEBHUN
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tonik. Hampukinan, 3anuc y 06a3y JaHUX CTaHy CepelOBUIIA 3a MOKa3HUKaMU
METeOCTaHIlli a00 HaJCWIAHHS €-MEilly HAaTHCHEHHSM TIE€BHOI KHOIMKH Ha
0e31poTOBOMY TPHUCTPOi. MOXKIUBOCTEN IS BUKOPUCTAHHS MPOTOKOITY
0e37114, y MPaKTUYHIN YacTUHI poOO0TH OyJie HaBEAECHO HAUMPOCTIIINMN.

IIpakT4yHa YacTUHA

3aBnanas 1. KepyBaHHS CBITJIOMI0I0M 3a JOTOMOTOIO TaKTOBHUX KHOIIOK 3a
noromMororo moayist ESP32.

Bukxonanus pobomu

1. Iligkmrount cxeMy Ha jaboparopHoMy cteHnl (puc. 30), Ak HaBeIEHO
cxemi (puc. 31). CBiTinomionn, KHOIKKM Ta PE3WCTOPH B)KE 3MOHTOBAHO Ha
MJJACTUKOBIA MakeTHIM mjati, iX juiie norpidno mix’eanatu no GPIO 3a
BaplaHTaMHM 3aBJIaHH.

2. Ilixg’emnat moayas no IIK gepes USB-kabens Ta o6patu y Arduino IDE
napaMeTpu Jijisi poOOTH C IIIATOM0, SIK Ha puc. 32.

3. PeanizyBatu mporpamy, sika Oyne HMKIIYHO 3YMTYBaTH CTaH YCiX TPbOX
KHOIIOK, Ta BHUBOJAUTH TIOBIJIOMJIEHHS 3 pO3TAallyBaHHSM KHOIIKH Y
MOCIIJOBHUM MTOPT MPU HATUCKaHH1 Ha Hel. CBITJIOAI0AM Ta KHOIIKU MO3HAYEH1
K «JT1Bay», «cepelHs» Ta «mpasa» (1, 2, Ta 3 BIAMOBIAHO).

Takox mijg 4Yac HATUCKaHHI HAa TIEBHY KHONKY Ma€ 3aropsTUCS TCBHUM
CBITJIO/NI0/. BiH Mae TOpiTH 3a aITOPUTMOM, 3T1HO 3 BapiaHTOM 3aBJaHHS.

BapianTtu 1o 3aBnanus 1

Bapiant Busoau ninsa AJroput™ poOOTH CBITIOAI0/11B
MIKITFOYEHHS
nepudepii
1 13,16, 17 — KkHOIIKH, [Ipy HaTHCKaHHI Ha KHOIIKY, sKa

30Ira€ThbCs 31 CBITJIOAIONOM, CBITJIOION
Ma€ BBIMKHYTHUCSI U TOPITH, TIOKH KHOIIKA
3aTUCHYTA.

2 18, 19, 21 — kHODIIKH, CeiTiiogion  Mae  3aropsaTucs  1pu
HAaTUCKAHHI Ha KHONKY Ta TOPITH, MOKU
KHOIKa He OyJie HaTUCHYTA IIIe pas.

3 22,23, 25 — KHOIIKH, CBiTiomiol Ma€e TOPITH, TMOKU KHOTKA
HATUCHYTa, Ta ropiTu e 10 cexyHa micius
TOTO, SIK ii BIAMYCTUJIN.

4 34, 35, 36 — KHOITIKH, [Toku KHOTIKA HATUCHYTA, CBITJIOIO/ Ma€
BMUKATHUCS Ta BAMUKATHCS 3 THTEPBAJIOM Y
CEKYH]Y.
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Puc. 30 — Jlabopamopnuii cmeno Inmepnemy peueii: 1) nomenyiomempu,
2) aopecua RGB cmpiuka; 3) mampuuna knasiamypa, 4) LCD oucnaeii 3 12C
koneepmopom, 5) Arduino Uno, 6) ESP32 devboard; 7) oamuuk
memnepamypu i eonococmi HTU21; 8) oamuux memnepamypu i 6ono2ocmi
DHT22; 9) oamuux Xonna, 10) oamuux oceimnrenocmi BHI1750;

11) maxemna niama ma 3MOHMOBAHA cXema 3i CIMA0I00aAMU MA KHONKAMU
i3 He0OXIOHOI0 008 S3K0H0

3aBaaHHs 2, yactuHa 1. BuBenenns crarycy kHomnok y neBHuit Tomik MQTT-
Opokepa.

3a HagBHOCTI BUKOHAHOTO 3aBJaHHs | Ta 3pa3kiB KOAY 3 JIOJATKIB CTae
MOXKJIMBUM BUKOHAHHS TEPIIOi YACTUHU 3aBJIaHHA 2. BOHO moJsisirae y ToMy,
o0 Temep JdaHli MpO CTaH KHOMOK HEOOXIJHO BUBOJUTH HE TIIBKU Y
MOCHIJOBHUN TIOPT, alie 1 nepeaaBatu yepe3 Wi-fi iHmmM npuctposm. s
BUKOHAHHS IILOTO 3aBJaHHs HEOOX1THO OTPUMATH MapaMeTPu MEPEXKi, 10 SIKO1
HEOOX1THO MIAKIIOUNUTH NPUCTPiH, Ta 3amyctutd MQTT-0pokep mosquito Ha
nokaneHoMy IIK abo oTpumatu aapecy cepBepa MijJ 4ac BUKOHAHHSI pOOOTH.
Baxnuo, mo moxyns ESP32 Tta Opokep mjis BHUKOHaHHS J1abopaToOpHOI
poOOTH MalOTh 3HAXOIUTHUCS B OAHIN Mepexi Wi-fi.
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JI71s1 BUKOHAHHS 1IbOTO 3aBJIaHHS TAKOXK MOTPIOHO BUKOHATU TaK1 KPOKHU:

1) matu 310paHy 3 MONEPEIHHOTO 3aBJAHHS CXEMY HIJKIIOYEHHS (3T1IHO 3
BapiaHTOM);

2) oTpuMaTH AaH1 A MiIKII0YeHHs 10 Mepexi Wi-fi y mabopatopii;

3) po3ropHyTH abo oTpuMatu ajapecy Bxke po3ropHytoro MQTT-6pokepa.
Axmo Opokep posropHyTo Ha JokanbHOMy I[IK, To ¥oro aapecy moxkHa
JI3HATHCS KOMaH[010 ipconfig y KOMaHAHOMY PSAKY;

4) nmami HEOOXITHO CKOPUCTATHUCS TOJAATKOM 2 JJIsl peastizaliii MiaKII0UYeHHS
moxayist 1o Wi-fi Ta Opokepa, a TakoX Biipe/laryBaTh KOJi y TaKuil Crocio,
o0 KOHTpOJEP CTEKMB 3a CTAaHOM KHOIIOK Ta BIJANPABISB iX CTaH y
MMOCI1TIOBHUN MOpT Ta y TOMIK
button_status / {Homep BapiaHTy} / {HOMEp KHOINKH} / {CTaTyc} Ha BKa3aHy
aapecy Opokepa. [lepeBipka cTany KHOIOK Mae 0yt y pyHkiii loop();

5) nns mepeBipkM poOOOTH ILOTO MPUCTPOIO HEOOXIAHO CKOPHUCTATHUCS
nonatkoM mosquitto _sub [13]. s 1boro HEOOXiAHO MEPEUTH y TAMKy, e
BCTaHOBJIEHO Opokep (y BUnaaKy windows), Ta 3alTyCTUTH 3BIJITU KOMaHTHUM
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PAZIOK, 3 IKOTO HEOOX1HO BUKJIMKATH J0JIaTOK mosquito _sub 3 mapameTpamu
-h{agpeca Opokepa y Bamriit mMepexi} -p 1883 -t button_status/{Homep
BapiaHTa}/{HoMep KHONKHU}/ (puc. 33). Y BUNAIKY, SKIIO OPOKEP PO3TOPHYTO
Ha Bamomy nokansHomy I1K, BkasyBaTu napamerpu -h ta -p He0O0B’SI3KOBO,
TOMY IO JOIIJIEHO CKOPUCTATHUCS TTapaMeTpaMu 3a 3aMOBUYBaHHSIM.

ABTodopMaTyBaHHA Ctrl+T
ApxiByBaTH CKETY

Bunpaeuti KogyBaHHA | NEpE3aBAHTANMNTI

Kepyeanna BiBnioTekamu... Ctrl+Shift+|
MouiTop nocnigoeHore NopTy Ctrl+Shift+ M
MocnigoeHWi nnoTep Ctrl+Shift+L

WiFi101 / WiFiNIMA Firmware Updater

Mnaara: "DOIT ESP32 DEVEIT V1" >
Upload Speed: "921600" ¥
Flash Frequency: "80MHz" »
Core Debug Level: "Hema" ]
Mopm "COM3" ]

OTpumath iHdropmadio npo NaaTy

Mporpamarop: "AVRISP mkll" >

3anucatu I3EAHTAH BAY

Puc. 32 — Ilapamempu 3a6anmadsicentst K00y y MIKPOKOHMpOJep

e remote
the

e used with the selected SSL engine.
o enable TLS-PSK mode.

Puc. 33 — Bixno mepminana, y aKomy u800amsbCs NOGIOOMAEHHS 3 MONIKA,
HA AKULL 0hopMmieHo niOnUcKy 000amxa mosquitto sub
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3aBnanns 2 yactuHa 2. [Tignmucka moxynst ESP32 na nmoBimomnenns MQTT-
Opokepa Ta BUKOHaHHS KOoMaH]. KepyBaHHS CBITJIONIOaMH HA BIITAJIICHOMY
MOJTYJII.

HacTynHuM KpOKOM y BHMBYEHHI B3a€MOJIi MK 3aCTOCYBaHHAMM [HTepHETY
peuel € oTpuMaHHs MOBiAOMIIEHB 3 0OpaHoro Tomika Ha MQTT-0pokepi Ta
ixHa 00poOKa. /{71 11boro HaM TaKOX 3HATO0OUTHCS PO3TOPHYTHI Opokep. 3a
OCHOBY JUIsl BUKOHAHHSI MOKHA B3ATH KO/l B1Jl YaCTUHU 1, aje poro pa3zy Ham
noTpioHo mpaitoBaTu 3 QyHkIiew callback(), a came: BU3HAUEHHS BapiaHTIB
BUKOHAHHS TMPOTrpaMu 3aJ€XKHO BiJ TOTO, Ha SKUW TOMIK HAIIUIILIO
MOBIJTOMJICHHSI, 1 III0 BOHO MICTUTh. Y TOJIOBHOMY ITUKJII POTpaMa Mae JIUIIIE
OYIKyBaTH Ha MOBIJIOMJICHHSI, @ BAKOHAHHS A1 Ma€e OyTH BU3HAYECHO y (PYHKITIT
callback(). 3 momepegHbOi YacTHMHU BIAOMO, IO IMiJ Yac HATUCKAHHS Ha
KHOMKY (QOpMyeThCcsl MOBIIOMJIEHHS y TOmiK button status/{Homep
BapianTta}/{HoMep KHOMKH }/. OTKe, MOKHA BU3HAYMUTH, YM OyJia HATUCHYTa
MIeBHA KHOIIKA, 1 aKTUBYBATH CBITJIOJIIO/.

Bukonanns pobomu

1. BinpenaryBaTu KoJ MepIIoi YaCTUHM 3aBIaHHs y TaKuil crociO, mob mpu
HATHCKAHHI KHOMKHU OJHOKPATHO 3/1MCHIOBAIACS BIJNpPaBKa MOBIJOMICHHS
«ony» y Tomik «button status/ {Homep BapianTa}/{HOMep KHOMKH}/». IIpu
BIJITyCKaHHI Ma€ BIMPABIISITUCS MOBIIOMIIEHHS «0off» y Tol camuii Tomik.

2. 3aBaHTaXXUTH KOJ Ha OJINH JIAOOPATOPHUMN CTEHI.

3. Ha iHmumii mabopaTOpHUI CTEH]T 3aBAHTAXXUTHU KOJI, Y SIKOMY peali30BaHO
KEpPYBaHHS CBITJIONI0JaMH 3a MMOBIJIOMJICHHAMU 3 TOITIKA
button_status/{Homep BapiaHTa}/{HOMEpP KHOIKH }/.

4. TlepeBiputu poOOTYy 000X MOAYJIB OKPEMO 3a JOIMOMOTOI KIIEHTCHKUX
noaaTkiB mosquitto pub [14] Ta mosquitto _sub (puc. 34).

5. IlpoBecTu IHTErpallit0o MOAYJIB IUISIXOM OJIHOYACHOTO MIIKIFOYEHHS /0
Wi-fi.
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Select j13walker@)13Walker-laptop: ~
@ select j13walker@)13Walker-laptop

:~$ mosquitto_pub -t button_statu i entl -q 1 -m on
:~$ mosquitto_pub -t button_statu 1 -1 entl -q 1 -m off
2

Puc. 34 — Ilpuxknao xomanou o5 mecmyB8anus 8iONPaéKU NOGIOOMAEHb

PesynbratoM poOOTH BCi€i CUCTEMHU Mae OyTH MOMIIMBICTh KepyBaHHS
CBITJIOJIIOJaMH OJTHOT'O CTEH/Ia 3a JIONMTOMOTOI0 KHOIIOK Ha 1HIIIOMY.

3BIT 3 BHUKOHAHHA JIA0OPATOpPHOI POOOTH Ma€ MICTUTU TUTYJIbHUM apKyIl,
CXeMy MIJIKJIIOYEHHS Ta (OTO Ja0OpATOPHOrO CTEHAA 3 MiJ €IHAHUMHU
KOHTAKTaMH, 3TITHO 31 CXEMOI0, JICTHUHT KOJy YyCiX TphOX 3aBjJaHb 3

KOMEHTAapsMH 1100 HOTo poOOTH Ta BIAMOBIII HA KOHTPOJIbHI MUTAHHS.

KonTpoabHi nuTaHHsA

1. OnumiTe, ki me ¢yHkuii MoxyTh BUKoHyBatu GPIO, okpim nudpoBoro
BBOJY / BUBOJy CUTHAIY.

2.Ha3Bitb GPIO, ski He pEKOMEHIYEThCS BUKOPUCTOBYBATH HE 3a
NPU3HAYEHHAM, SIK€ BKAa3aHO y JOKYMEHTAIlll 0 MOAYJs, Ta ONUIIITh iXHIN
¢dbyHKIIIOHAT.

3. IlepeniuiTh amapaTHl 1 MOpPOTpaMHI MPOTOKOJIU 3B’A3KYy, SKI MOXHa
BUKOpUCTOBYBaTH Ha ESP32.
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4. SIki npoTOKONIH 3B’ 3Ky BUKOPUCTOBYIOTHCS Y 111 JaOopaTopHiil poOOTi?
5. Naiite Bu3HaueHHs1 ocHOBHUM TepMminaM MQTT-miporokoiy.
6. [laiite Bu3HaueHHs Tepmina «Quality of Service». Onumits piBHi QoS.

7. HaBenite npukianu BukopuctanHs MQTT-mpotokony ans moOymayBaHHS
cucreM [HTEepHETY peden.

8. CKITBKH KJIIEHTIB MOXHA TIKIIOUYUTH IO OJTHOTO Opokepa?
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Honatoxk 1

HeoOxignuii MiHIMYM JJI MiAKJII0YEHHSA
10 KOPIOPATUBHOI Mepe:Ki
#include
<WiFi.h>
//Wifi
library

#include "esp wpa2.h" //wpa2 616;110TeKA AJIs T IKITFOYEHHS 10
KOPITIOPAaTUBHUX MEPEK

#define EAP IDENTITY "login" // TyT HeoOXigHO BKa3aTu
JoriH Baioro o0iKoBOTO 3anucy B KOPIOPATUBHIA MEPEX1

#define EAP PASSWORD '"password" // mapons Bia
KOPIIOPATHBHOTO OOJIIKOBOTO 3aIHCy

const char* ssid = "eduroam"; // Ha3Ba KOPIOPATUBHOT MEPEKI.
VY HamomMy Bunajaky «open.donnu.edu.uay»

int counter = 0;

void setup() {
Serial.begin(115200);
delay(10);
Serial.println();
Serial.print("Connecting to network: ");
Serial.println(ssid);

WiFi.disconnect(true); // BinkmroueHHs Big mepexi Wi-fi aiist
BCTaHOBJICHHSI HOBOTO I IKJIIOUCHHS

Wi-Fi.mode(WIFI _STA); // inimianizaiisi pexuMy podoTu

Wi-fi

esp wifi_sta wpa2 ent set identity((uint8 t
*)EAP_IDENTITY, strlen(EAP_IDENTITY)); //
inenTudikaris
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esp_wifi_sta wpa2 ent set username((uint8 t
)EAP_IDENTITY, strlen(EAP _IDENTITY)); // nepenaua
IMEHI KOpUCTYBaya, sIKe 301ra€ThbCs 3 JOTTHOM

esp_wifi_sta wpa2 ent set password((uint8 t
)EAP_PASSWORD, strlen(EAP_PASSWORD)); // BBeienns
napoJst

esp_wpa2 config t config =
WPA2 CONFIG_INIT DEFAULT(); //  BCTaHOBIEHHS
INOJAHHUX BHUIIC HAJIAIITYBAHb 3a 3aMOBUYYBAHHSIM

esp_wifi_sta wpa2 ent enable(&config); // 103811 Ha pobOTY
3a HaJallTyBaHHSIMHU

WiFi.begin(ssid); // miakmrouenHs go Wi-fi 3a 3agaHumMu
HaJIAIITyBaHHIMHA

while (WiFi.status() != WL _CONNECTED) {
delay(500);
Serial.print(".");
counter++;

if(counter>=60){ // mepezaBanTaxkxeHHs Moayis uepe3 30
CEKYHJI POCTOIO

ESP.restart();

}
b

Serial.println("");
Serial.println("WiF1 connected");
Serial.println("IP address set: ");

Serial.printin(WiFi.locallP()); // BuBeAeHHS JOKaJIbHOI
aJpecu MOIYJIs

b
void loop() {
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if (WiFistatus() == WL _CONNECTED) { // fkmo wmu
T AKTIOYHINACS IO KOPIIOPATUBHOT MEPEXKi

counter = 0; // CKHHYTH JIYMIBHUK

Serial.println("Wifi is still connected with IP: ");

Serial.println(WiFi.localIP()); // mpoindopmyBaTn
KOPHUCTYBa4da Ipo MOTo apecy

telse 1f (WiFistatus() != WL CONNECTED) { //
MePEMiIKIIOUUTHUCh, KO 3’ €IHAaHHS PO31pPBaHO

WiFi.begin(ssid);

h

while (WiFistatus() = WL CONNECTED) { // BuBonutu
IAITOYKH 1] 9ac MePeITi TKITFOYCHHS

delay(500);
Serial.print(".");
counter++;

if(counter>=60){ // nepe3aBanTaxXUTHU MOYJb 3a 30 CEKyH]I
IIPOCTOIO

ESP.restart();

}
b
j
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JHonatox 2

Hpuxaan koay ais niakiawdeHHs 10 Mepexi Wi-Fi i3 3axucrom
wpa2 personal (depe3 ssid Ta mapoJib)

#include
<PubSubClient.h>

_n

const char® ssid="........ "; // Im’ st Mmepexi, sike Oy/ie TOB1JOMIJICHE i1
yac j1abopaTtopHOi poOOTH

const char* password = "........ "; // Ilaposib 10 Mepexi, sikuil Oyne
MOBIJJOMJICHO IT1]T 9ac JIabopaTopHOi poOOTH

const char* mqtt server = "........ "; // Anpeca MQTT-0pokepa, siKuii
3amyIIeHo JIokaidbHO Ha Bamomy koM’ rotepi abo Horo aapecy Oyne
MOBIJJOMJICHO IT1]T Yac JIabopaTopHOi poOOTH

WiFiClient espClient; // inimianizaris Wi-fi kimienra
PubSubClient client(espClient);// inimiamizamis MQTT-kmienTa
long lastMsg = 0;
char msg[50];
int value = 0;
void setup wifi() { // pynkuis, sika HanamToBye Wi-fi
delay(10);
// We start by connecting to a Wi-fi network
Serial.println();
Serial.print("Connecting to ");
Serial.println(ssid);
WiF1.begin(ssid, password);

while (WiFi.status() != WL _CONNECTED) {
delay(500);
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Serial.print(".");
b
randomSeed(micros());
Serial.println("");
Serial.println("WiF1 connected");
Serial.println("IP address: ");
Serial.println(WiFi.locallP());

void callback(char* topic, byte* payload, unsigned int length) { //
®dyHK1is, KA 03HAYA€E PEaKLilo MOAYJIS Ha MOSBY MOBIJOMIICHHS Y
TOMIKY, SIKHI1 OyJI0 BKa3aHO MPU BUKJIUKY (QyHKIIIT

Serial.print("Message arrived [");

Serial.print(topic);

Serial.print("] ");

for (int 1 = 0; 1 < length; i++) {
Serial.print((char)payload[i]);

b

Serial.println();

// SIk mpukJian Oy0 HaBEJIEHO BMUKAHHS Ta BUMUKAHHS CBITJIOM101Y
M1]] 9ac MOSBH MEBHOTO MOBIIOMJICHHSI B 00paHOMY TOIIKY

// Switch on the LED if an 1 was received as first character
if ((char)payload[0] =="1") {

digitalWrite(BUILTIN LED, LOW); // Turn the LED on (Note
that LOW is the voltage level
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// but actually the LED is on; this is because
// 1t 1s active low on the ESP-01)
} else {

digitalWrite(BUILTIN LED, HIGH); // Turn the LED off by
making the voltage HIGH

}
h

void reconnect() { // dyHKIIS A MAKITIOYEHHS 10 Opokepa Ta
BIJIMPABJICHHS MOBIJOMJIEHHS Y TOMIK MiJ] 4ac MiKIFOYEHHS

// Loop until we're reconnected
while (!client.connected()) {
Serial.print("Attempting MQTT connection...");
// Create a random client ID
String clientld = "ESP8266Client-";
clientld += String(random(0x{fff), HEX);
/I Attempt to connect
if (client.connect(clientld.c_str())) {
Serial.println("connected");
// Once connected, publish an announcement...
client.publish("outTopic", "hello world");
// ... and resubscribe
client.subscribe("inTopic");
} else {
Serial.print("failed, rc=");
Serial.print(client.state());

Serial.println(" try again in 5 seconds");
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// Wait 5 seconds before retrying
delay(5000);
b

b
h

void setup() {

pinMode(BUILTIN LED, OUTPUT); // Initialize the
BUILTIN_LED pin as an output
Serial.begin(115200);

setup wifi(); /manamryBanus Wi-fi

client.setServer(mqtt_server, 1883); // Busnauenus agpecu MQTT-
Opokepa

client.setCallback(callback); // Bu3HauenHs BiaAMOBIII
b
void loop() {
if (!client.connected()) {
reconnect();
b
client.loop();
long now = millis();
if (now - lastMsg > 2000) {
lastMsg = now;
++value;

snprintf (msg, 50, "hello world #%ld", value);
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Serial.print("Publish message: ");
Serial.println(msg);
client.publish("outTopic", msg);

// TYyT BIOOyBa€TbCS BIANPABICHHS TOBIJIOMJICHHS 3 TICBHUM
YUCJIOBUM 3HAYCHHSIM

j
h

Cnucok peKOMeHI0BaAHMX JiKepe
1. https://www.espressif.com/en/products/hardware/esp32/overview
2. https://uk.wikipedia.org/wiki/Ananoro-iudpoBuii_nepeTBoproBay
3. http://www.i2¢c-bus.org/

4. https://ru.wikipedia.org/wiki/YHuBepcaabHbIi aCHHXPOHHBIA MPUEMO
nepeaaTanK

5. https://ru.wikipedia.org/wiki/Serial Peripheral Interface
6. https://uk.wikipedia.org/wiki/CsiTnosmion

7. https://www.arduino.cc/reference/en/language/functions/communicatio
n/serial/

8. https://www.arduino.cc/en/Reference/WiF1

9. https://github.com/espressif/arduino-
esp32/blob/master/libraries/ WiFi/examples/WiFiClientBasic/WiFiClientB
asic.ino

10. https://github.com/espressif/arduino-
esp32/tree/master/libraries/WiFi/examples/WiFiClientEnterprise

11. https://mosquitto.org/man/mqtt-7.html

12. https://pubsubclient.knolleary.net/

13. https://mosquitto.org/man/mosquitto sub-1.html
14. https://mosquitto.org/man/mosquitto_pub-1.html
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JlaGopaTopna podora Ne 3

Tema: 3acTocyBaHHsI anapaTHUX 3ac001B BBEJICHHS / BUBEJICHHS 1H(OpMallii B
IoT.

MeTta: po3MIsTHYTH B3a€EMOJII0 MK JBOMa IpUCTposiMu [HTepHeTy pedeit
IUIIXOM Iepeaadi TeKCToBoi iHpopmariii Ta ii BuBeaeHHss Ha LCD-gucmei.

3axaui:

1) o3HalioMuTUCS 3 BBEACHHSAM 1H(pOpMAIIi 3a JJAONOMOTH MaTPUYHOI
KJIaB1aTypH;

2) o3HaoMuUTHCS 13 BUBeAeHHAM iH(DopMaiiii Ha LCD nucruei;

3) 1ocaiAuTH OCOOJIMBOCTI Mepeadl TEKCTOBUX JAHUX MK MPUCTPOSMHU.

TeopernuHa yacTuHa

O3HalioMJIeHHS 3 BBeACHHAM iHQopMaLii 32 J0MOMOI 00 MATPHUYHOI
KJIaBiaTypu 2x9

OnHUM 3 OCHOBHUX MPHUCTPOIB sl BBEJACHHS 1HPOpMaLii y OyIb-sIKUi
BOYJIOBaHUH MPUCTPIH € KIaBiaTypa. Take pillieHHS AYy>Ke MOIIUPEHE Cepe
OXOpPOHHHMX CHUCTEM, HampHKJIaa [IJg BBEIACHHS Mapojs abo 3a1iCHEeHHS
NMEeBHUX HaJAMTyBaHb. SIK TpUKIan Takoro mnepudepiifHOTO MPHUCTPOIO
pPO3TIISTHEMO HasiBHY Ha Ja0OpaTOpHOMY CTEHJI MaTpUYHY KJIaBiaTypy.
Bzarani memOpanHa MaTpruHa KiaBiaTypa (1aji — kiaBiaTypa) noOyioBaHa
3a cXxeMmoro, HapeqeHoro Ha puc. 35. ns i migxmroueHHs go ESP32
HeoOximuHo 3amigty 7 GPIO. Sk MoxkHa moOa4yuTH, JUII 3MEHIIEHHS
KIIBKOCT1 3aJiSHUX BUBOJIB KHONKU OO0 ’€HYIOTh B PSIAKM 1 CTOBIIIL, 1
MOTIM, TOJAF0YH OJMHUII0 TOCIJOBHO Ha KOXXEH PAJ0K, MH 39UTYEMO
3HAYEHHs 31 CTOBIILIB Ha MPEIMET MPUCYTHOCTI Ha HUX JIOTIYHOT'O CUTHAITY
«1». 3Harouu, Ha KU PAIOK MU MOJAJIA HATIPYTY 1 HA IKOMY CTOBII[I BOHA
3’SIBIJIACS. MU MOXEMO OOUYMCIIHTH, SKa camMe KHOIMKa HaTHCHyTa. MokHa
pOOWTH HaBMaKu — HAIMpPYTy IMOJaBaTH HA CTOBIII, a ONMUTYBATH PSAIKU —
pi3HMIII HeMmae. Jlms copomieHHsT poOOTH 3 KJIaBlaTyporw TMOTPiIOHO
BUKOpUCTOBYBaTH 010;110TeKy keypad.h, sika HasiBHa y kaTano3i 0107110TeK
Arduino IDE.
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Puc. 35 — Ilpunyunosa cxema nioKItoueHH s MamMpUyHoOi Kiasiamypu

VY Bunaaky 3 ESP32 cxema miakiatoueHHs OyJlie BUTJIAIATH, SIK Ha puc. 36.
[Momo mporpamHoi peanizaiii, icHye 010moteka keypad.h [1], sika mo3Bosse
CIIPOCTUTH OOpOOKY CHUTHAJIIB MPU HATUCKAHHI HA KHOMKU. JleTanbHUM onuc
GbyHKIIIM Ta MPUKIAIA KOy MOKHA 3HAWTH 3a MOCUJIAHHAM [2].

KEYPAD1

U1
ESP32-38PinWide 3X 1 KEYP a D
A 2
Ll z
s
2] enmeser cpios 2 1
—2] Griozersve cri0z2 5~
—4 GPIO39/SVN GPIO1/TX0 L
—2{ Gpiox GPIo3/RX0 [ 2
—&4 ceioss opioz1 |22~
7 31
— cri032 GpI019
—&] Geiozs cpions 2 3
2 criozs  ESP3BS o5 |22
i
29 Grioz6 iletgo 0, f2
1 WiFi 27
=~ GPIO27 Module GPIO16 4
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i GPI09/SD2 GPIO1S FX] 6
224 Griotorso3 cpiosso1 22 |
81 Geiot1/sDcMD GpI07/500 2

GPIOG/SDCLK [=—

GND
—
| — |

Puc. 36 — Cxema nioknouenns mampuunoi kragiamypu 0o ESP32
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O3unaiiomsieHHs i3 BuBeeHHAM iHpopmanii Ha LCD-nqucniiei

Hactynaum nepudepiinuM mpucTpoeM, IKUil HEOOXITHO po3riisiHyTH, € LCD-
muctied. Ilpuknagom Takoro jguciero € wmoxaenbs 2004, HasBHA Ha
naboparopHomy cteHil. HasiBHUI Ha CTEH/I1 TUCIIIEH € TEKCTOBUM JUCIUICEM Ha
20 CUMBOJIIB Y YOTHPH PSIJIKH, SIKHM KepyeThcst konTposiepom HD44780 [3]. st
CIIPOIIEHHSI KePYBaHHS Ta CXEMHU MIJIKIIOUEHHS 10 auctuiest mia eaHano 12C
MOIyNb po3mpeHHs Ha 0a31 uuna PCF8574T [4]. na kepyBaHHS LM
JTUCIUIeEM BUKOpUCTOBYeThes Oi10mioTexka LiquidCrystal PCF8574 [5], sxa
cTBopeHa Ha ocHoBi 0i0miorek LiquidCrystal Ta 3actocoBye (yHKIIOHAT
010miorekn Wire (mnst komyHikamii mo 12C ta TWI). Ilogana 6i0mioreka
PEKOMEHI0BaHa Jijisi BUKOHAHHS J1a0opaTOpHUX POOIT, X04Ya B HASIBHOCTI BEJTUKA
KUTBKICTh 1HIIIWX, 3aBASKA TOMY 110 BC1 BOHU MAlOTh BIIKPUTHN BUX1THHUM KOJI.

TumnoBa cxeMa NiaKIIOYEHHS 1Iboro MoayJist auciuiest 1o ESP32 naBeneHa Ha
puc. 37. Ha nonanuii gucrieii MOXHa BUBOJUTHU JIUIIE TEKCTOBI JJaHl, TOMY
0 BiH pO30OUTHII HAa 3HAKOMICIA Ta HE Mependadae poOOTH 3 rpadikoro.
bibsioTeka miaATpUMY€E MOXKIIUBICTh KEPYBaHHS KypCOPOM, MO3UILIIFOBAHHS HA
HEOOX1HY KOOpJWHATY (3HAKOMICIIE) Ta OYHMCTKY AHUCIICI0. 3 TMOBHUM
(YyHKIIIOHAJIOM MOKHA O3HAHOMMTHCS 3a MOCUJIAHHSAM BHIE. TakoX ICHY€
010m10TeKa, ¥ AKIHA peandizoBaHO (PYHKIIOHAT MEHIO, IO CIIPOIIYE PO3POOKY
iHTepdelicy kKopucTyBada Ha 0a31 mpucTporo IHTepHeTy peueit [6].
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GPIO13 GPIO2 p=
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3|z |

I

o
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GPIO11/SDCMD GPIO7/SD0 ==
GPIO6/SDCLK ===
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Puc. 37 — Cxema nioxnrouenns LCD-0ucnnesn 3 mooynem i2c 0o ESP32
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3amyck i TeCTyBaHHS
Jns ynpaBninas TekctoMm Ha PK-aucniei € Tpu ocHOBHI PyHKIIII:

l)begin  (mimcymkoBi  CTOBMI, 3arainbHi  psagku). g  yskmis
BUKOPHUCTOBYETHCS BcepeauHi setup () A 1Himamizanii po3Mipy JUCIies, 1o
BUKOPUCTOBYeThCs. Akiio e 20x4, To: lcd.begin (20,4), inakiie, Akuio 1e
16x2, Toni: lcd.begin (16,2);

2) setCursor (HoMep CTOBIUMKA, HOMED psAaka). Lg pyHKuig nomiiae Kypcop
Ha MIPUCTPOI B NOTPiOHE MOJIOKEHHS. By Ib-sIKHi1 TEKCT, IKUN B1I00Opa)a€eThCS
micna i€l QyHKIii, TOYHEThCA 13 BKazaHoi Bamm mosumii. Hampuxnan,
BukopuctoByite: lcd.setCursor (4,0), TOOTO I’ ATHI1 CTOBHOEIH 1 IEPIITUHN PSATOK
(mounnatouu 3 0,0);

3) print ( «texcT»). s byHKITISE BUKOPUCTOBYEThCS JUIsl APYKY TekcTy Ha PK-
nuciuiei. SlkuM Ou He OyB pSIIOK BCEPEAMHI «», BOHA BIJIOOpaXaeThCAd Ha
UcCIIIel.

IIpakTHYHA YacTHHA
3aBnanns 1. BBenenns iHpopmailii y cuctemy 3a JOIOMOTO0 KJlaBiaTypH.
Buxonanuusa pobomu
Yactuna 1:

1) Ha naGopatopHOMY CTEHA1 MIAKIIOUNATH KiaBiaTypy 10 ESP32 3a cxemoro,
HaBEJICHOIO Ha puc. 36;

2) 3anyctutu Arduino IDE (a6o o6pane Bamu cepenoBuiiie po3poOku);

3) BcranoButu 6O10mioreky keypad.h (Mark Stanley, Alexander Brevig) Ta
M IKJIIOYUTH 11 O CKETYA,

4) siakputu npukiaa CustomKeypad 3 nepeniky npukiaaiB 10 6106110TeKH Ta
aJanTyBaTH MOTO J0 HAsBHOI anapaTHOi YacTHUHHU, BKAa3aBIIMU IMOTPIOHI
KOHTaKTH CTOBIIIB Ta PSAKIB 1 3a3HAYMBIIN TMPABWIBHY MAaTPHIIO
KJaBiaTypH (y npukiaal BoHa 4x4, HasiBHa y jJabopartopii 3x4);

5) 3aBaHTaXXUTH KOJ Ha MOAYJIb Ta MEPEBIPUTH MOro podOTY 3a JOTOMOIO0
MOHITOpA MOCJIIIOBHOTO MOPTY;

6) 171 3BITHOCTI 3pO0ITH CKPIHIIOT MOCIIAOBHOTO TOPTY 3 JaHUMH, SIKi
3UHATYIOTHCS TIPUCTPOEM.
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YactuHa 2:

1) BUKOpUCTOBYIOUM HAsIBHHI KOJ, peali3yBaTH mporpamy, sika OyJe
NpUiiMaTH HATUCKAaHHSA HA KHONKHM Ta TNEpeaaBaTH y MOCIHIIOBHUM MOPT
3HA4YEHHS 3TiAHO 3 TadauIero 1;

2) ayist 3BITHOCTI 3pO0ITh CKPIHIIOT MOCIIIOBHOTO MOPTY 3 JAHUMH, SIKi
3UUTYIOTHCS] IPUCTPOEM.

Tabmuus 1. Bapiantu noBiioMIIeHb Jjisl BUBEICHS Y CEpiiHUN MOPT

Kragima Bapianr 1 Bapianr 2 Bapianr 3 Bapianr 4
0 Able Alfa Nadazero Cancel

1 Baker Bravo Unaone Deliver

2 Charlie Charlie Bissotwo Cargo

3 Dog Délta Terrathree Deploy

4 Easy Echo Kartefour Pick

5 Fox Foxtrot Pantafive Search

6 George Golf Soxisix Transport
7 Roger Hotél Setteseven Building
8 Sugar India Oktoeight Packet

9 Tare Juliett Novenine Money

# Uncle Kilo Decimal Yes

* Victor Lima Starpointer | No

3aBnanns 2. BuBenenus iHdopmailii Ha rpadiayHUAN TUCTUICH.
Buxonanus pobomu

Yactuna 1:

1) BcranoBuTH 010m10TeKy LiquidCrystal PCF8574.h;

2) MIIKJIIOYUATH 1i 10 CKeTYa 13 3aBJIaHHs 1;

3)3a [IOMOMOroI0 NPUKIIAIIB BUKOPUCTAHHS O10JII0TEKHM peali3yBaTh
nporpamy, sika Oyje mpuiiMaTy 3HAYeHHS 3 KJIaBiaTypH Ta BUBOIUTH iX Ha
IUCIIIeH. 3HaYeHHS MalOTh BUBOJUTHUCS B OJHOMY PSIAKY, 3 OOMEKEHHSIM Y
20 cumBomiB. HatuckanHs Ha * Mae BHUIANsATH CHMBOJU 3 JIHCIUIEA.
Hartuckanus Ha # Mae BUBOJUTH BBEJICHI CHMBOJIH Y TIOCIIIOBHHM MOPT;

4) niist 3BITHOCTI 3p00ITh CKPIHIIOT MOCIIJIOBHOTO MOPTY 3 JaHUMH, SIK1
3UUTYIOTHCS] IPUCTPOEM, Ta 3p00ITh (POTO AMCILIES.
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Yactura 2:

1) Ha OCHOBI KOy 3 MIEPIIOT YACTUHU pealli3yBaTH MPOTrpamy, sika Mae€, 3aMICTh
BUBEJICHHS Y CEpiiHUN MOPT BBEACHUX LU(]p, BUBOJUTH CJIOBA 3T1IHO 3
tabnuuero 1. Jlorika mporpamu Ta cama, aje NOTpiOHO AemmppyBaTH
BBeJICHUM HaO1p 1udp y clioBa, ki MalOTh OyTH PO3JIUJICH] TpoOiIaMu TIpU
BUBEJICHH1 Y MOCIIJOBHUH NOPT;

2) ayist 3BITHOCTI 3pO0ITh CKPIHIIOT MOCIIIOBHOTO MOPTY 3 JAHUMH, SIKi
3YUTYIOTHCS] IPUCTPOEM, Ta POTO AUCILIES.

3aBnanns 3. [lepegaya TeKCTOBUX MOBIIOMIIEHb MIXK JEKIIbKOMA IMTPUCTPOSIMHU
3a gornomororo MQTT.

Bukonanns pobomu

1. Posropaite MQTT-6pokep Ha I1K, abo nmizHaitecs maHi A1 MIKITFOYCHHS
y naboparopii;

2. BUKOpUCTOBYIOYM HasIBHI B1J IMONEPEIHBOI JJabopaTopHOpi poOOTH 1aH1 a00
3a qoniomoroto npukinany «Basic ESP8266 MQTT example» Bijx 610moTexu
pubsubclient Ta koay BiA mepmioro Ta APYroro 3aBAaHHS, peaizyuTe
nporpamy, sika Oyze BIAMPABISATH JaHi, 110 OyJ0 BBEIEHO 3a JOTOMOTOI0
MaTpUYHOI KJIaBIaTypH 3a JIOT1KOW 13 3aBnaHHs 2 ydepe3 MQTT y Tomik
testl, Ta BUBOJMTH JaHI, IK1 MyOJIIKYIOThCS Y TOMIKY test2 Ha TUCILUICH;

3.Ha i"momMy mnpuctpoi peanizyidTe Taky camy IMporpamy, aje TOIIKH
HEOOX1AHO TOMIHATH MicisiMU. [l myOumikaiii moBiIOMJIEHh TOTPIOHO
BUKOPUCTOBYBATH TOMIK test2, a juisi 3unTyBaHHs — testl;

4.3po6iTe Qotorpadii mpUCTPOIB Ta CKPIHIIOTA MOHITOPIB MOCTITOBHUX
MOPTIB MPUCTPOIB JJISI 3BITHOCTI.

KonTpoabHi nuTaHHS

1. Onumiite B3a€EMOII0 MATPUYHOI KJaBlaTypu Ta MIKpPOKOHTpoJiepa. Yu
MO>KJIUBO OMTUMI3YBaTH KUIBKICTh 3a/IISTHUX KOHTAKTIB MIKPOKOHTpOJEpa 3a
JIOTIOMOTOX0 MOYJIIB PO3IIUPEHHS BXO/IIB Ta BUXOIB?

2.V SKHUX NPUCTPOAX MOXKHA 3yCTPITH CUMBOJIbHI JUCILIET?

3. Uu MO’XkHA BUKOPUCTOBYBATH CUMBOJIbHI JIUCILIET JJ1s1 BUBEJICHHS rpadiuHOl
1H(popmarri?
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4. SIk1 TUNM TUCIUIEIB BUKOPUCTOBYIOTHCS Y MPUCTPOsiX [HTepHeTy peuelt (e
TUIIOBUMU PIIIEHHIMU JIJIs1 HUX)?

5.V skuit me crnocid BUKOPUCTaHHS KjaBiaTypu aboO MOCIIJIOBHOTO TOPTY
MO>KHa BBOJUTH 1H(GOPMAITIIO 10 MIKPOKOHTpoJiepa?

6. SIki mpucTpoi, OKpiM JAUCIUICIB Ta TMOCIIJOBHOTO TMOPTY, MOXKHA
BUKOPHUCTOBYBATH JIJIsSI BUBEACHHS 1HGOpMAIIii?

Cnucoxk peKoMeHI0BAHUX JIKepeJt
1. https://github.com/Chris--A/Keypad
2. https://playground.arduino.cc/Code/Keypad/
3. http://www.circuitbasics.com/how-to-set-up-a-keypad-on-an-arduino/
4. https://www.sparkfun.com/datasheets/LCD/HD44780.pdf
5. https://ecee.colorado.edu/~mcclurel/Philips 12C 10 Expander PCF8574 4.pdf
6. https://github.com/mathertel/LiquidCrystal PCF8574
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JlaGopatopna poGora Ne 4

Tema: Bukopucranas JaTYMKIB Ta B3a€MO/IIS 3 HABKOJIUIITHIM CEPEIOBUIIIEM
B loT.

Meta: po3risHyTy nomupeni B [oT TUIM 1aTUYKKIB Ta aKTyaToOpiB 1 METOIU
peecTpallii moka3aHb JaTYUKIB.

3agaui:
1) o3natiomutucs 3 nomupenumu B [oT gaTunkamuy;
2) 03HAMOMHUTHCS 3 aKTyaTopamu, nomupeHumu B [oT;

3) o3HallOMHUTHCS 3 METOAAMH peecTpallli MOKa3HUKIB poOoTu cuctem loT.

TeopernyHa yacTuHa
O3HaioMmiieHHs 3 nompenumu B loT narunkamu

HaiinpocTimuM npukiaaom 3actocyBanHs TexHosorid [oT € cuctemu tumy
«po3yMHUH AiM». B mnaHi koM(popTy Ta MOHITOPUHTY CTaHy CEPEIOBHINA Y
MOMEIIKaHH1 HAaWBAKJIUBIIIMMHU € TaKi MOKa3HUKH, sIK TEMIIepaTypa, BITHOCHA
BOJIOTICTh TOBITpPS, OCBITJIEHICTh, pPIBEHb IIyMy. TakoXX BaXKIUBUM €
BUKOPUCTAHHS JIaTYWKIB XoJijla Ta PI3SHOMAHITHMX JIaTYMKIB BIACTaHI Ta
INPUCYTHOCTI JJIi KOHTPOJIFO CTaHy PYXOMHX 4YaCTUH TIIOMEIIKAaHHS Ta
HAssBHOCT1 MEIIKAHIIIB Y IEBHUX 30HaX IpuMiileHHs. [1i1 yac BUKOHaHHS 11€1
nabopatopHoi poOoTH MU OyaeMo TMpaloBaTd 3 TaKUMHU JaTYMKaAMU:
DS18B20 [1] (martumk Ttemneparypu), DHT22 [2] (matuuk Bosoru Ta
temneparypu), BH1750 [3] (narunk ocBiTiIeHOCT1), natuuk Xoimia A3144 [4],
HC-SR04 [5] (ynbTpa3BykoBUM AardyuMk BijcTaHl). Takox SK 1MiTaTopu
aHAJIOTOBUX JIATYUKIB Ta SIK OpraH KepyBaHHsS OyIyThb BHUKOPHCTaH1
noTeHiioMerpu [6]. I BUKoprucTaHHS MOAAHUX JaTUYHUKIB HasBHI 010110TEeKH
DallasTemperature [7], DHT sensor library for ESPx [8], BH1750FVI [9],
HCSR04 [10]. Hns cencopa Xoiuila Ta TOTEHIIOMETPIB HEOOXiTHO
BUKOPHUCTOBYBATH (PYHKIIIT JIJIs1 YATAHHS HU(PPOBOTo Ta aHAJIOTOBOTO 3HAYEHHS
BinnoBinHO. [Ipuknaan Bukopuctanns 0i0miorek HasBHI y Arduino IDE npu
1X IMIKJIIOYEHHI.
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Axryaropu nisa loT-cucrem

Akiio gaTynku a0 OpraHu KepyBaHHs HEOOX1AH1 JJisl OTpUMaHHS 1H(opMarii
IpO 30BHINIHE CEPEAOBHUINE Ta Jii KOpUCTyBaya, TO JJIS B3a€EMOJI 3
CEpeIOBUILEM HEOOXITHIA TaKUW KIIac MPUCTPOIB, SIK aKTyaTOpU. AKTyaTop —
BUKOHABYMI MPUCTPIA a00 HOro aKTUBHUM €JIEMEHT, 0 IEPETBOPIOE OJIUH 3
BUJIIB €HEprii (eJeKTpUYHOi, MAarHiTHOi, TEIJIOBOI, XIMI4HOi) B IHIIY
(HaliyacTillle — B MEXaHIYHY), IO MPU3BOJIUTH O BUKOHAHHS TEBHOI i,
3a71aHO01 KepyrounM curdHasioM [11]. ¥ HamomMy BUMaiKy sik akTyaTopu OyAyTh
BUKOPHUCTAaHI CBITJIONIONM (SIK1 BXKe OyJIH 3a/isIH1 Y TTONEpeHIX JIabOpaTOPHUX
po0oTax), K 1HAMKATOPH HASIBHOCTI KEPYHOYOro CUTHAy — CBITJIOAIO/HA
CTpiuka, pele, MOTOp  TOCTIMHOTO  CTpyMy. 3a  JOTIOMOTOIO
CJICKTPOMEXaHIYHOTO peJie  MOXKHa KEepyBaTH  HaWpI3HOMaHITHIITUMHU
OPUCTPOSMH, IKI TOTPEOYIOTh BEIMKOI TOTYKHOCTI a00 HANPYTH sl pOOOTH,
SKI HEMOXJIMBO KOMYTyBaTH 3a JIOTIOMOT'OI0 MIKPOKOHTposiepa. 3a
JIOTIOMOTOI0 HAMIBIPOBIAHUKOBUX TMPUCTPOIB (TBEPIOTIILHUX PEJI€) 3pYUHO
KEepyBaTH HarpiBaJIbHUMHU MPUCTPOSIMU a00 OCBITIIIOBAIIBHUMHU MPUCTPOSIMU
3MIHHOTO CTPyMYy, KOJIM HEOOXIJHO KEepyBaTH MOTYKHICTIO 3a JIOMOMOTOIO
[IT1M. MoTopu MOCTIMHOTO CTPYMYy BUKOPUCTOBYIOTHCS Y OaraTh0oX rajyssx:
B1Jl BEHTWJIATOPIB Ta MPUBOJIB KOJIIC JI0 3MINTYyBayiB KaBU Ta CEPBOMPHUBO/IIB,
Kl TAaKOXX MOXXHa BHUHECTM B OKpPEMHM KJac akTyaTopiB. TakoxX dYacTo
BUKOPUCTOBYETHCS TAKUN aKTyaTop, sIK COJIEHOIM, SIKU MOYXHA 3yCTPITH TaM,
Jie OTP10HO KEPYBATH JIIHIMHUM MEPEMIIIEHHSIM MEBHOTO €JIEMEHTa CUCTEMHU
(mmst  mepekpuBaHHS BojmompoBigHuX TpyO). KepyBanHa akTyatopamu
BUKOHYETHCS 32 JOMIOMOTO0 TUPPOBUX BUBOIIB. TaKkoXK SIK aKTyaTop MOKHA
BUKOPUCTOBYBATH JIMHAMIK, JUIsi KEPYBaHHS SIKUM MOXHa 3aCTOCYyBaTH
aHAJIOTOBUMN CHUTHAI.

Metoau peecrpauii nokazHukiB podooru cucrem loT

[Tix gac pobotu loT-cucremu reHepyeTbcsl O€3JiU JaHUX: BijJ MOKA3HUKIB
JaT4MKIB Ta 1H(popmalii, siky OyJ0 BBEIEHO KOpHUCTyBaueMm, A0 1H(opmarllii
Ipo CTaH OKpPEeMUX MOAYJIB Ta 30BHIMHIX cucteM. Hanpuknan,
MOBIJIOMJICHHS, fAKI HaaxonaTh Ha MQTT-Opokep, MOXKHa JIOTYBaTH —
30epiratv y cremiaabHui Qaiii, y SKuil 3anucyeTbest ycs 1H(opMallis mpo
poboty Opokepa. Takuii miaxia 3pyIHUH, KO HEOOX1THO AI3HATHUCS TIPO 301
y CUCTEMI, ajie JJIsl TOCIIKEHHSI MIOKa3HUKIB POOOTH CUCTEMHU II€ HE 30BCIM
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3py4HO 4epe3 BEIUKY KUIbKICTh MeTagaHux. OTxe, € CeHC BUKOPUCTAHHS
CEPBEPHOTO JI0AATKa, SIKU Oy/ne OTpUMYBATH JIKIEe HEOOXITHY 1H(POPMAIIiIO
Bl Opokepa Ta BUKOHYBaTH NOAAJIBINTY OOpOOKYy, 30KpeMa 3amucyBaTH
OTpUMMaH1 JaHl y NeBHy 0a3y naHux abo (ain. Sk anpTepHaTUBY MOXHa
PO3MIISIHYTH 1HTETPAIiI0 3aMKUCY MOKAa3HUKIB POOOTH CUCTEMHU Y KOJI IPOrpPaMHu
Ha mnpuctpoi [oT Ta 3ammc Ha SD-kaptky. Takuil migxig 3pydyHO
BUKOPHUCTOBYBAaTH B aBTOHOMHUX MPUCTPOSX a00 y BUIAIKAaX, KOJIU 3B 30K 13
CepBEpOM HeCcTaOUIHLHUM, 1 MOXJIMBA BTpaTa JaHUX 4Yepe3 HecTaOUIbHICTH
3B’ SI3KY.

IcHye ABa HUIsAXW peecTpallii JaHUX cepBepHUM noaartkom. I[lepmmit — 3a
noromororo MQTT-kimieHTa maANUCAaTHCS Ha TOBIAOMIICHHS Yy II€BHOMY
TOMIKY Ta HAJIAIITYBaTH iXHE BUBEJEHHA 3aco00amMu omnepariiiHoi CUCTEMH Y
3amaHuil ain. Y Takomy BHMNAJKy MU OTPUMAEMO «CHUpI» JlaHi, siki Oyje
HEOOX1JHO JOJaTKOBO OOpOOIATH. I[HIIMM TIAXOJAOM € BHUKOPHCTAHHS
nojaaTka, skui Oyze BmintyBatu pynHkmionan MQTT-kiieHTa Ta 3acobu juis
00poOku Ta 3amucy maHux. Jyis mporo € 3pydynuM BukopuctanHs Node-red,
THCTAJIAIII0 SKOTo OyJ0 pO3MIISTHYTO y TepIriil jabopaTtopHiid podoti. s
novyatky pob6otu 3 Node-red HeoOXigHO BUKOHATH KoMaHay node-red y
TepMiHall Ta BiZkpuTH y Opay3epi localhost:1880. Mae BigKpUTHCS BIKHO, SIK
Ha puc. 38. VY miBiil yacTuHi iHTepdericy HasBHI BY3JH, SIKI MOXYTh OyTH K
JUKEPESIOM JaHUX, TaK 1 CIIOKMBAYeM JIJaHUX, a00 BUKOHYBAaTH MEBHY 00OpPOOKY
MOBITOMJICHHSI, SIK€ MTOJAETHCS HA BX1J By3j1a Ta BUBOAUTHCS Ha BUX11. Bxomn
Ta BUXOJIM PI3HUX BY3IIB 3’ €IHYIOTHCA MOTOKAMU 3a JOMOMOTO0 Muili. J[is
JIOTIYHOTO PO3JUIEHHS TAaHUX Y MOTOKaX BUKOPUCTOBYIOTHCS TOMIKH, SIK 1y
MQTT. IcuHye 06e3niu makeTiB 3 TOTOBUMHU BY3JaMH, SIKI JIalOTh 3MOTY
CIPOCTUTU peaiizaiiio nporpamu. JlJis NMpUKIaLy pPO3TISHEMO YCTaHOBKY
naketa node-red-dashboard. Jlyist miakatoueHHs makeTa HEOOX1JHO HATUCHYTH
Ha KHONIKY MEHIO y BEpXHHLOMY MPAaBOMY KyTi Ta MEPEUTH y PO3MIIT «manage
palette». Y psimok nouryky HeoOX1JHO BBECTH Ha3BY naketa abo yactuny. Lleit
MaKeT BMIIIY€E BY3JIH, K1 JAFOTh 3MOTY Bi3yalli3yBaTH JIaHi, Kl HAIXOASTh J0
CHUCTEMU Ta HA/IAIOTh OPTaHU KepyBaHHs, s KepyBaHHs noTokamu. Lle Mmoxe
OyTH KOPUCHUM JJIs KepyBaHHs meBHOIO cucteMoro 10T, sika oxomioe oguH
a00 nekiapka mpucTpoiB. Takox 3acobamu Node-red moxkiuBa 00poOKa TaHUX
3a jgomomororo MoBH JavaScript. Jlns B3aemomii 3 BeO-cepBicamMu Ta
cuctemamu [oT HasiBHI By3,11 JJ1s1 IpUIMaHHs Ta BiJMIPABIECHHS [1OB1IOMJIEHb
3a JIOTIOMOTO0 MPEJICTABICHUX MTPOTOKOIIB.
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ode-RED

Q Flow 1 + || = i info
~ input ~ Information
Flow "4222¢f3b.bBBch"

Name Flow 1

Status Enabled

~ Description

maqtt
http
websocket
tcp
udp
~ output
gy
dobug |
link

-||o] +

Puc. 38 — 3osHiwnin eueniao cepedosuuia pozpooxu Node-red

IIpakTHYHA YacTHHA

BapianTu 3aBnanb

[Toka3Huk BapianT 1 BapianT 2 Bapiant 3 | BapianT 4
Temnepatypa | DS18B20 ta | DHT22 HTU22 DS18B20 Ta
DHT22 HTU22
Bosorictb DHT?22 DHT?22 HTU22 HTU22
Ocsitnenicts | BH1750 BH1750 BH1750 BH1750
Bincrann HCSR04 Hatuuk Xomma | HCSR04 Jatuuk XoJa

3aBaanHs 1. 3UunTyBaHHS TOKAa3HUKIB JAaTYMKIB Ta BUBEICHHS DPE3yJIbTATIB
BumiptoBanHsg Ha LCD-nucmuieit Ta BeO-iHTepdetic.

Bukonanns pobomu

1. Posropaytu Touky noctyny Wi-Fi abo orpumaru nasi st iIKIIOUCHHS Y

nabopaTopii.

2. Posropaytn MQTT-6pokep abo mi3HaTHCS aapecy Opokepa y Jabopartopii.
Baxnuso, mo06 komm’totep Ta ESP32 3Haxoauiucs B OJIHIN Mepexi

3. 3anyctutu Node-red y Tepminani Ta BcTaHOBUTH MOoAy b dashboard.

4.Ha pobGouomy moJi

pO3TalIylTe BY3JIH 3T1IHO

3 puc.40. Hnsa

KOH(}ITypyBaHHS By3j1a HEOOX1AHO JIBa pa3y KJIUKHYTH 1O HhoMY. J1Jist By3J1iB
npuiiMadis MQTT-noBiomiIeHHS HEOOX1JHO HAIAIITYBATH aApecy Ta MOpT
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Opokepa 1 BKa3aTH TOINK, HA KUK HEOOXIAHO MiANMUCATUCS JJIsS OTPUMaHHS
NOBIJOMJIEHB. Y HAIIOMY BUIAJKY Oy/1€ YOTUPH TOIIKH:

lab4v/{HomMep BapiaHTa}/temperature;
lab4/{nomep Bapianta}/humidity;
lab4/{nomep Bapianta}/light;
lab4/{nomep BapiaHTa}/range.

5. Jlns enementiB dashboard HeoOX1aHO BKa3aTH MiHIMaIbHI Ta MaKCUMAJIbHI
3HAYCHHS 3a3HAYCHUX MapaMeTpiB. Y MPOIECl PO3MIIIEHHS TaKOXX HEOOX1THO
BKa3aTH, JI0 SKUX €JIEMEHTIB CTPYKTYpH BEO-CTOPIHKH HaJeXaTh BY3JIH IS
pO3MillleHHsI Ha 1HTepdeiici.

6. 1t monynst ESP32 peanizyBatu nporpamy, sika OyJie IUKIIYHO 3YUTYyBaTH
MOKA3HUKH 3 JTATYUKIB Ta BUBOIUTH iXx Ha LCD-nucrneit y BUrisiii nap «Has3Ba
NMOKa3HUKa—3Ha4YeHHs».  Jlmg  peamizaimii  HEOOXITHO  CKOPHUCTATHCS
npuKIIagamMu 3 010J110TeK, SIK1 3HAXOATHCS Y MEHIO «(paitim.

7. 11 peanizoBaHOi MpoOrpaMM HEOOX1THO JojmaTv (PyHKIIOHAN, SKWUK Oyre
BIJICHJIATH TIOB1JIOMJICHHS 31 3HAYEHHSIMU BUMIPIB Ha TOITIKH, sIK1 OyJIM 3a3Ha4YEH1 y
yHKTi 4. Y BHIAIKY, SIKIIO SIK JaTYUK BiZICTaHI BAKOPHUCTOBYETHCS TATYUK XOJLIa,
CUTHAJI SIKOTO € OlHapHWM, 3uuTyBarucs Oyne 0 abo 1, HEOOX1HO BUBOIUTH Ha
JUCTUIEN CTaTyC AaT4hKa, akTUBOBAHWM BiH UM Hi, 3aMICTh BIJICTaHI.

8.3pobutu ckpiHmoT BeO-iHTEpdeiicy Ta MQTT-Opokepa 3 HasiBHUMU
NOBIJOMJICHHSIMU Ta MOKa3HUKaMU. 3poOUTH (POTO CTEHAA 3 BUBEJAECHUMHU Ha
JUCIUICH TaHUMHU.

=<2, Node-RED

a Flow 1 + || = i info

~ Information

Flow "4222¢F3b.b00Ch"
Name Flow 1

Status Enabled

Temperature
/ ~ Description

chart

lab4/1
i keyboard

Iab4/1 Mumidity (e Humidity chart
v dashboard

audio ot L ——— Light chart

Iaba/1/range

\\\\\\\\

switch
template
text

textinput

Puc. 39 — Habip enemenmis ons 6eb-inmepgheticy 015 6i000paicenHs
NOKA3HUKI8 0am4uKie
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Climat selector

Temperature Humidity Light Range

Temperature Humidity chart Light chart Range gauge

0 0

e R

0 units 30 0 centimeters 400

temperature chart

Puc. 40 — 3o6niwmniii suenso eeo-inmepgeiicy

3aBaanus 2. KepyBanus npuctpoeM [HTepHETY pedeil 3a JomoMorow Beo-
iHTepdeiicy.

Bukonanns pobomu

1. Po3ropuytu Touky nocrymny Wi-Fi abo oTpumMatu maHi it MIKIIOYEHHS Y
naboparopii.

2. Posropaytu MQTT-0pokep abo ai3HaTHCs aapecy Opokepa y jiadopaTopii.
Baxnugo, mo06 komm’totep Ta ESP32 3Haxoaunucs B 0AHINA MEPEKI.

3. 3amyctutu node-red Ta CTBOPUTH III€ OJMH TOTIK 3a JOMOMOTOK KHOIIKH
«+t» y BEpXHbOMY MPABOMY KYTI.

4. Kopucryrounch enementamu dashboard, po3micTuTu Tpu nepemukadi ta
IPUCBOITHM iM IMEHa 3a KOJIbOpaMHM HAasSBHMX Ha CTEHAl CBITJIOMIOMIB.
Po3micTtutu Ha pobouoMy MOl TpHU BY3JW BIANPABKA mQtt-IOBIIOMJIEHDb Ta
HajalmTyBaTh TOmiKM 3a 3pa3koMm «lab4v%Huomep BapianTa%/%xkomnip
citnoaiona%/» Lli enemeHTH MatoTh OyTH Yy Tii caMiil Tpymi €JIeMEHTIB, IO 1
MOKA3HUK OCBITJICHOCTI.

5. Ha 1HImIOMY CTEHJI peanizyBaTH Iporpamy, sika Mae€ MiJAKIIOYATUCS 0
Wi-Fi, mianucyBarucst Ha 3a3Ha4eH1 y IMTyHKTI 4 TOMKYA Ta BAKOHYBAaTH KOMaH !,
K1 HAJIXO0I9Th uepe3 Hux. Hanpukian, sikiio y Tonik «lab4/1/red/» nHanxoauts
MOBIJJOMJICHHS «truey», TO Ha CTEH/II Ma€ BMUKATUCS YEPBOHUHN CBITIOMIO/.

6. Ha nqucriei ctena MaroTh MOCIIIJOBHO BUBOJUTHCS TOIIKH Ta KOMaHIH, K1
HAJIXOJSATh 3 CEpBEpa, HOB1 3aMICTh CTapHX.

7.3pobutn ckpiHIIOT BeO-iHTepdeiicy Ta MQTT-Opokepa 3 HasBHUMHU
MOBIJIOMJICHHSIMU Ta MOKa3HUKaMH. 3poOUTH (OTO CTEHAA 3 BUBEJACHUMH Ha
IUCIUIEN JaHUMMH.
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KoHTpoJbHI nUTAHHA

1. ITopiBHsIiiTE HasIBHI HA CTEHI TEPMOMETPU, TEPMOMETPU-TITPOMETPH 3a
XapaKTEPUCTUKAMH.

. Hanmumiite npukiaan 3acTOCyBaHHS TEPMOJATUHKIB.
. Hanmumiite mpukiaau 3acTOCyBaHHS JAaTYMKIB BOJIOTOCTI.

. HanmumiTe nmpukiaan 3acToCyBaHHS JaTYMKIB MAarHiTHOTO TOJIA.

N kW N

. SIki mapaMeTpu MOKHa BUMIPIOBATH 3a JIOIMIOMOTOI0 MTOTEHIIIOMETPIB?

Cnucoxk pekoMeHI0BaHHUX JIKepeJt

1. https://pdfl.alldatasheet.com/datasheet-
pdf/view/227472/DALLAS/DS18B20.html

2. https://pdfl.alldatasheet.com/datasheet-
pdf/view/1132459/ETC2/DHT22.html

3. https://pdfl.alldatasheet.com/datasheet-
pdf/view/350139/ROHM/BH1750FVIL.html

4. https://pdfl.alldatasheet.com/datasheet-
pdf/view/55092/ALLEGRO/A3144 . html

5. https://datasheet4u.com/datasheet-pdf/Cytron/HC-
SR04/pdf.php?1d=1291829

. https://eltaltd.com.ua/blog/potentsiometr-konstruktsiya-i-vidy-pribora
. https://github.com/milesburton/Arduino-Temperature-Control-Library
. https://desire.giesecke.tk/index.php/2018/01/30/esp32-dht11/

. https://github.com/PeterEmbedded/BH1750F VI

10. https://github.com/Martinsos/arduino-lib-hc-sr04

O 0 3 O

11. https://dic.academic.ru/dic.nsf/nanotechnology/
361/%D0%B0%D0%BA%D1%82%D1%83%D0%B0%D1%82%D0%BE
%D1%80
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