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KaHAUAAT IOPUIUIHUX HAYK, JOLICHT

JloHeybko2o HayioHAIbHO20 YHIBEPCUMEMY

imeni Bacuns Cmyca

M. Binnuys, Ykpaina

IIMmuxosa 0.0.,

cTyaeHTKa Hayionanvrnozo asiayitunuu yHieepcumen,
m Kuis, YVkpaina

PO OKPEMI ACIHHEKTHU CTPATETILI KIBEPBE3IEKU YKPAIHU B
KOHTEKCTI €EBPOIIEMCBKOI'O JOCBIIY

CrBopuBin €nunHuii nupoBuil puHOK, €Bpora 3moria 30uismmTH cBii BBIT Ha
Maitke 500 minbsapaiB € B pik, M0 cTaHOBUTH B cepennbomy 1000 € na monuny. Haxans,
nociipkeHHs: «E€podbapometp» (Eurobarometer), nposenene B 2012 p., mokasaio, 110
MPaKTUYHO TPETUHA €BPONEHUIIIB HE BIIEBHEHI y CBOiA 37aTHOCTI KOPHUCTYBATHUCS
[HTEepHEeTOM 11 OaHKIBCHKMX omepariid abo s MOKYIMOK. Bbulblll OJHOTO 3 AECATH
KopucTtyBauiB [HTepHeTy B Macmitabl €C Bxe cTainu KepTBaMU IIaxpaicTBa B IHTEPHETI
[1]. Tomy Oarato kpaiH BBaKarOTh 3a HEOOXiJHE PO3POOKY HAI[IOHAJIIBHOI CTpaTerii
kiObepOesneku (iHpopMaliifHOI Oe3neku) Ta NPUUHATTA Ta i1 OCHOBI BIJANOBITHUX
3aKO0HOJIaBUMX akTiB. Yka3oMm [Ipesunenta Ykpainu Bin 15 6epesns 2016 p. Ne 96/2016
Oyno 3atBepkeHo Ctpaterito kibepOe3neku Ykpainu [2]. Ille Ha cramii miArOTOBKH ii
MOJIOKEHHSI BUKIIMKAIA TIeBHI KpUTW4HI 3ayBaxeHHs. Octatouna penakiisi Ctpaterii
KibepOesnekn YKpaiHu TeX HE € BIILHOIO BiJl HEJOJIKIB. TakuM YMHOM, aKTyaJIbHUM €
JIOIaTKOBUM aHami3 nojioxkeHb CTpaTerii kibepoe3neku YKpainu 3 ypaxyBaHHSIM JIOCBITY

kpain €C 3 MeTOI OOTpYHTYBaHHS HAIPSIMIB BIOCKOHAJIEHHS MPABOBOTO 3a0€3MCUCHHS
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(yHKIIIOHYBaHHSI KIOEpHPOCTOPY, HOr0 BUKOPUCTAHHS B 1HTEpecax 0coOM, CyCHiIbCTBA 1
JepKaBU.

Tepmin «kiOepOesnieka» y akrax €C 3a3BUuyail CTOCYEThCS 3axOJIB 1 i,
CHpPSMOBAaHUX Ha 3aXUCT KiOEpIpOCTOpY B IIMBLIBHIN 1 BIMCHKOBIH cepax Bijg 3arpos, Aki
MOKYTh 3aBJaTH IIKOJM B3a€MO3AJIICKHUM MepexkaM Ta iHpopMalliitHiil iHppacTpyKTypi
a0o0 € OB’ sI3aHUMU 3 HUMH [3].

AHami3yloun TOJIOXKEHHSI CTpaTerii KibepOe3meKkn y €BpONEHChKUX KpaiHax Ciin
3BEPHYTH YBary Ha Taki iX ITOJIOKEHHS, SIK BIJICYTHi, a00 HEJIOCTaTHHO BHU3HAYCHI Y
BiTuM3HsHIN CTparerii kibepOe3neKu, aje BIPOBAKEHHS SIKUX 3 METOK YHOPMYBaHHS
BIIHOCUH Y c(epl kibepOesneku Oyno 6 aouuibHuM Ta edpektuBHUM. Tak, y Crparterii
kibepOesnekn HiMedunHM MICTUTBCS BU3HAYEHHS TaKWUX IMOHATH, K «KiOEpIpoCTipy,
«Ki0bepaTaka», «KIOEpIIMUTYHCTBO»», «Ki0ep caboTax», «kidepausepcis» [4]. VY
Crparerii kibepOesneku OIHASHIIT JeTaabHe TIyMaueHHs] CYyTHOCTI MOHATH Y 1iH cdepi
HaJlaHe y OKpeMoMy po3iii [S].

[{ikaBUM € HACTYNHMA NPHUHLMI, HASBHICTb SKOro € ocoOnuBicTio CTparerii
HinepnanmiB: 3axoau MOBUHHI OyTH CHIBMIpHUMH. BH3HA4yaeThCcs, 110 HEMA€E TaKOTO
noHATTs, sk 100% Oe3neka. Ilpu 3milficHeHHi AisabHOCTI Y cdepl KidepOesneku
HinepnanniB 3a1HcHIOETbCST BUOIp, 3aCHOBAaHMM Ha OWIHII pu3uKy. [lpu npomy, BiH
CHpsIMOBAaHUW Ha  3aXUCT OCHOBHUX  I[IHHOCTEH  CyCHIJIbCTBA, TaKUX, SK
KOH(1IeHIIIIHICTh, TOBara A0 1HIIKUX, 1 OCHOBHUX MpaB, TAKUX AK CBO0O/Ia BUPAKEHHS
IyMOK 1 300py iH(popmarii. AKIEHTYeThCS yBara Ta OajlaHCl MK MparHEHHSM 0
CYCIIUJIBHOI Ta HAIIOHAJIBHOI O€3MeKr 1 3aXUCTOM (PyHIaMEeHTanbHUX MpaB. Takox y
Hinepnannax Benuka yBara HOPUAUIAETCA CIIBBIIHOIIEHHIO CaMOPETYJIIOBAaHHSA 1
3aKOHOJIaBCTBA. 3a3HAYaEThCs, 10 Oesmneka B raimysi [T 3a0e3neuyernes, Hacammepe, 3a
JOTIOMOTOI0 CaMOPETYJIIOBaHHA. SIKIO camMOperyiioBaHHS HE TMpaIlioe, MUTaHHS Oyne
PO3IIITHYTO YPSIJIOM B paMKax 3aKOHOJIaBCTBA. AJle 3aKOHO/IaBCTBO MOBHHHI BiMOBIIaTH
TPHOM YMOBaM: BOHO HE IMMOBHHHO HAJIMIPHO CIIOTBOPIOBATH KOHKYPEHIIIIO 1, HACKUIBKU
1€ MOXJIMBO, CJIiJ] 3a0€3MEUYUTH PiBHE IFPOBE MOJIC; aJIMIHICTpAaTHBHA HABAHTAXKCHHS HE
MOBMHHA OyTH HEMPOIMOPIIHHOK 1 BUTpPATH MOBMHHI OyTH B PO3YMHIM TPOMOPIIi 10
nepeBar. Tako, 3a3HAYa€ThCs, 10 3MIIHEHHS OCBITU Ta MPOQECiiiHOT MIATOTOBKH Ha

BCIX PIBHSIX Ma€ Ba)KJIMBE 3HAUEHHS JJIs IPOTUCTOSIHHA 3arpo3aM [6].
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VY Crparerii ki0epOesnexku CoBaud4uHU came 3aXUCT MPaB Ta CBOOOI JIFOAUHU 111010
ki0epOe3nexku cToiTh Ha mepmoMy Micli. B cTparerii BU3HaveHi ABa KIIOYOBI 3aBAaHHA
y cdepi 3aXucTy IpaB 1 CBOOO I JIIOJAWHU: &) JUIS peatizailii JeMOKPaTUYHUX MPUHIIHIIIB Y
pOo3po0Ill 3aX0/iB, MPU3HAYCHHUX IS 3aXHUCTY CJIOBAIbKOiI MU(PPOBOMY MpocTopi; 0)
CKJIACTH 3aKOHOJABCTBA IMPO JOCTYI 10 OCOOMCTUX TAaHUX TAaKUM YHHOM, IO >KOJHA
JI0JIMHA HE MOXKE MaTH IpaBa Ha BUKOPUCTAHHS TAKUX JaHUX B 00JIacTi, BUXOJUTH 3a
Mexi1 MeTH X 00poOkw [7]. OcobmuBicTio Ctparerii kibepoe3neku BennkoOpuradii € Te,
0 BOHA MICTUTh OCHOBHI MHWTaHHA, SIKI MOXYTh BUHUKHYTH Y pI3HUX BEpCTB
CYCHIJIbCTBA MO0 KiOepOe3neku JepKaBH Ta BIANMOBIAI Ha HUX. Hanpukmnana, 1e MoxHa
OTpUMAaTH JOTIOMOTY II0JI0 3aXHUCTY JIOMAIIHHOTO KOMM'toTepy abo HoyTOyKa [8]. JlocBing
Ecronii y cdepi kibepOesneku Mae CBOi OCOOJMBOCTI, SKI MOJISTAIOTh y  IIUTBHIN
CHIBIIpalll JIEPKABHOTO CEKTOpPY, MIAMPUEMHHUIBKOTO CEKTOPY Ta TPOMaJSHCHKOTO
cycniiascTa [9].

B mimomy, MokHa 3pOOMTH Taki 3arajbHi BUCHOBKU IIIOJO IOJIOKEHb CTpaTeTrii
Ki0epOe3neKu eBpONenChbKUX JepKaB:

- cTpaTerii MICTATh SIK 3arajbHi MPUHIMIKA Ta TOJIOKEHHS IIOJA0 PO3BUTKY
BIAMOBIHOT chepH, TaK 1 KOHKPETHI 3aXOAM IIOJI0 1X peaizallii,

- Jis CTparTerii poO3MOBCIODKYETHCS Ha YCI 0OJacTl ICHYBaHHS Jep>KaBU Ta
CYCIIJICTBA — MMOYMHAOYH BiJ] apMii Ta JiepKanapary 1 3aKiH4yl0uu OCBITOIO;

- SK TpaBWJIO METOK CTpaTerii € He MpocTo 3abe3nedyeHHs Oe3neku, ane 1
CIPSIMOBAHICTh HAa JIOCATHEHHS METH PO3BUTKY Ta TMPOIBITAHHS CYCHIJIbCTBA Ta
€KOHOMIKH (TOOTO HE i€ MIPUHIIUI «Oe3TeKa 3a 1 O€3MEeKn»);

- yC1 cTpaTerii BU3HAIOTh BBAXKJIMBICTh MI)KHAPOIHOTO CIIBPOOITHUIITBA Y 11iH cdepi;

- cTparterii MOXKyTh MaTH HE TUIbKU BIIKPUTY YaCTHHY, SIKa HaJJA€ETHCS J0 3arajlbHOTr0O
O3HAMOMJICHHS, ajie 1 JIOKYMEHTH, SIKI € CEKPETHUMH Ta JOBOASITHCA 10 BiJiIOMa TUIbKHU
00MeXeHOro KoJja ocio.

[Tpuitnsarrs Crpaterii kibepOe3neku YkpaiHu O€3yMOBHO € AyXK€ BaXKIHUBUM IS
PO3BUTKY YKpaiHCBKOI JCp)KaBH Ta TPOMAISHCHKOTO CYCHiIBCTBA, ajie, OJHOYACHO,
MO’KHA BKa3aTH HA TIEBHI 11 HEJIOJIIKU y TIOPIBHSIHHI 13 CTPATETIsIMU €BPOTICHCHKUX KpaiH,

a caMce:
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- TIiJBUINECHA YyBara MNPUAUBIETbCA 3a0e3ledeHHIo Kidepoesnekun Yy cdepi
BIMCHKOBIH, IPABOOXOPOHHIH TOIIO Ta CYTTEBO MEHINA — y cepl CYCNUTBHOTO KATTS Ta
E€KOHOMIKH;

- TOpUIAICHO  MIHIMaJdbHy  yBary  3a0e3ledyeHHIO  JIeP>KaBHO-TIPUBATHOTO
napTHepCTBa (CHUIBHIN poOOTI epKaBU Ta MiANPUEMHUIIBKOTO CEKTOPY) Y i cdepi;

- HE TMPUIUICHO HaJEeXHOi yBaru CIIBIOpall JepKaBU Ta TPOMAJSHCHKOIO
CYCIIUIBCTBA Y 111K cepi;

- HeIOCTaTHBO (MOPIBHAHO 3 KpaiHaMu €C) MPUALIEHO YBaru OCBITHIM acleKTOM,
Ty’)K€ MaJlo yBaru MPUAUICHO OCBITI MOJOJIIOIO TOKOJIHHS y Iid cdepl, OCBITI
Jep’KaBHUX CIY>KOOBIIIB;

- HE BEACTbCS MOBa TIPO MPIOPUTETHICTh IHBECTYBaHHS Yy PO3BHUTOK
KibepOe3mneku;

- cepen 1uIel mouiapHo Oyno 6 J0/aTKOBO aKIIEHTYBAaTH yBary Ha iHTepecax He
TUTBKH JiepkaBu (11 6e3meKn), ajne 1 eKOHOMIKHU Ta MEePEeCiueHUX TPOMaIsiH.

VY cyHeHHs BUIIIEBKA3aHUX HEMOJIKIB Ta BIPOBAKEHHSI BIJMOBIIHUX MOJIOKEHb
B IPOIIECI PO3BUTKY 3aKOHOJABYOTO 3a0e3neueHHs KibepOesneku B YKpaiHi cipusTume
3a0e3MeueHHI0  KibepOe3neku VYKpaiHu SK CTaHy 3aXMIIEHOCTI KUTTEBOBAKIMBUX

1HTEpECIB JIIOJUHU 1 TPOMaJIsTHUHA, CYCIIJILCTBA Ta JACP>KaBU B KIOEpIpoCTOpi.
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